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Europe has world-class innovators, researchers, and entrepreneurs.
Yet its technology ecosystem remains fragmented and often lacks the
scale needed to compete globally. At a time when technological leadership
shapes economic strength, industrial resilience, and democratic soverei-
gnty, Europe must ensure that the critical technologies of tomorrow are
built and scaled here.

The European Champions Alliance (ECA) is a pan-European platform dedi-
cated to the emergence and growth of Europe's next generation of techno-
logy champions. By connecting startups, scale-ups, corporates, investors,
and policymakers across borders, ECA works to build the globally compe-
titive companies Europe needs, while keeping critical technologies rooted
in European ecosystems.

ECA's mission is to strengthen Europe's technological and economic
autonomy by fostering collaboration across the innovation ecosystem.
We empower startups and scale-ups to grow faster, connect actors across
borders, and support the emergence of companies capable of shaping
the technologies of tomorrow.

We do this in four ways: we shape the strategic conversation through eco-
system mappings and industry insights; we connect startups, corporates,
investors, policymakers, and national associations to foster cross-border
collaboration; we navigate complexity by providing strategic insights and
access to key decision-makers; and we make innovators shine through
events, publications, podcasts, and thought leadership platforms that
showcase Europe's technology champions.

Europe has the talent and entrepreneurial energy to lead in critical tech-
nologies. The challenge is no longer innovation alone; it is scale, visibility,
and coordination.

Because the technologies shaping
the future should not only be global;

they should also be European.
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In a year where cyber
threats have accelerated
in scale, intelligence,

and systemic impact,
the European Champions
Alliance continues

its mission to

“Unite Europe’s
Innovators, Empower

Tech Champions”

2026 marks a turning point. Al-en-
abled attacks, supply-chain entangle-
ment, identity-based compromise, and
looming post-quantum disruption are
reshaping Europe's risk surface; and
simultaneously redefining its innova-
tion agenda.

As war looms around Europe more than
ever in the last 80 years, it is also clear
how much cyber attacks can be another
way of disruption and toppling key assets
and infrastructures. Against such hybrid
warfare, Europe cannot entrust its cyber-
security to anyone else.

In this landscape, Europe needs more
than resilience: it needs strategic auto-
nomy anchored in a strong, interconnec-
ted ecosystem of European cyber inno-
vators. This is precisely where the ECA
acts; connecting business with innova-
tion, shaping the future, making innova-
tors shine to enable Europe's cybersecu-
rity champions to scale.

ECA is also about helping navigate com-
plexity. This new edition of the European
Cyber Mapping embodies that ambition:
giving structure to a fragmented market,
accelerating cross-border visibility, and
fostering trust between startups, corpo-
rates, investors, and public institutions.

By mapping the technologies that mat-
ter and the players shaping them, we
aim to support Europe's transition from
compliance-driven security to per-
formance-driven resilience, and from
dependency to governed, sovereign
choice.

Europe has the talent, the regulation,
and the market. What it needs now is
orchestration; and the ECA is proud to
help drive that momentum forward.

£ Dominique TESSIER
Head of Cybersecurity
Operations

ECA

Andrea VAUGAN
General Secretary

and Managing Director
ECA




Digital Dependencies:
Sovereignty Put to the Test

Digital sovereignty has become a ubi-
quitous term. It structures political dis-
course, permeates industrial strategies,
and stands as a marker of strategic ambi-
tion, both in France and more and more
across Europe. Invoked so frequently, it
has almost become consensual; and the-
refore, paradoxically, ineffective.

Behind this apparent consensus lies a
more uncomfortable reality, one that
remains largely absent from public
debate: our technological and digital
dependencies. Yet it is precisely here
that sovereignty ceases to be a principle
and becomes an operational constraint.

Europe is far from lacking innovation.
In cybersecurity and digital trust, the
European ecosystem is rich, creative,
and dynamic. It is home to cutting-edge
technologies, recognised expertise, and
highly committed players. This innova-
tion is a necessary condition for regai-
ning control over our digital dependen-
cies. Without indigenous innovation
capacity, there can be no strategic auto-
nomy or lasting resilience.

But innovation only matters insofar as it
is grounded in a clear understanding of
the market. Too often, it is driven more
by abstract bets on the future than by
a lucid reading of real-world uses, ope-
rational constraints, and the concrete
needs of organisations. Useful innovation
is not about anticipating a hypothetical

future; it is about addressing today's pro-
blems while remaining adaptable.

It is time to dispel a structural ambi-
guity in the European debate: innovation,
sovereignty, and business models do not
automatically align. A company can inno-
vate, be strategically relevant, contribute
to European digital sovereignty; and
still rely on a fragile or unsustainable
business model.

This fragility is not a secondary issue.
It directly affects companies’ ability to
endure, to invest, to scale internationally,
and ultimately to carry real weight in
global power dynamics. Sovereignty that
is not supported by economically sound
companies remains largely theoretical.

This economic issue directly reflects
another structural characteristic of the
European cybersecurity landscape: frag-
mentation. The market is made up of a
multitude of innovative players, often
positioned in very narrow niches, with
offerings that struggle to gain visibility
and coherence at scale.

Meanwhile, the global market is rapidly
moving toward platformisation. Large
players impose integrated solutions
capable of covering broad perimeters,
absorbing complexity, and establishing
themselves as de facto standards. In this
context, European dispersion is a strate-
gic weakness.



This calls for investors willing not only to
take risks, but also to support consolida-
tion strategies; mergers, alliances, and
structuring efforts. Investment should not
merely fund innovation; it should enable
the emergence of players of critical size,
capable of competing over the long term.

Beyond consolidation, another major blind
spot persists: the integration of the Euro-
pean market itself. Geographic, regulatory,
cultural, and commercial fragmentation
within the European Union still prevents
the emergence of a truly unified internal
cybersecurity market.

Strengthening European digital soverei-
gnty does not primarily mean opposing
extra-European markets; it means better
integrating our own. As long as Euro-
pean companies must think country by
country, regulation by regulation, they
will remain structurally disadvantaged
compared to competitors operating in
large, homogeneous, and rapidly scalable
domestic markets.

This lack of integration limits European
players’ ability to reach critical mass,
standardise their offerings, and invest
sustainably. It indirectly reinforces depen-
dence on non-European solutions; not
due to a lack of skills or technologies, but
because of insufficient integrated market
opportunities at continental scale.

Building a European cybersecurity mar-
ket that is fluid, readable, and intero-
perable is therefore one of the most
concrete; and most underestimated;
levers of European digital sovereignty.

Finally, and perhaps most critically, our
dependencies are not only technological
or industrial. They are also intellectual. We
import solutions, but we also import analy-
tical frameworks, strategic narratives, and
ways of thinking about markets and risks.
We increasingly assess our priorities using
conceptual tools that are not our own.

This intellectual dependency constrains
our ability to project ourselves, to struc-
ture our ecosystems, and to define our
own value criteria. Thinking seriously about
European digital sovereignty therefore
requires reclaiming our analytical capacity;
our ability to classify, map, and represent
our markets on our own terms.

In a deeply interconnected world, sove-
reignty can only be relative and imper-
fect; but it can be lucid, organised, and
resilient. That requires confronting our
dependencies head-on, mapping them,
prioritising them, and managing them.

This is precisely the ambition of this Euro-
pean Cybersecurity Mapping: to provide a
market reading tool, not as an academic
exercise, but as an instrument of intellec-
tual autonomy and strategic decision-ma-
king. Because digital sovereignty does not
begin with speeches. It begins when we
accept to name, understand, and structure
what binds us to others; in order to better
choose what we truly want to control.

Guillaume TISSIER
Managing Director
INCYBER Forum - Europe




Welcome to the 2026
Edition of the European
Cybersecurity Mapping.

Cybersecurity has been a recognized dis-
cipline for over thirty years. Yet, in 2026,
we are witnessing a paradigm shift. This
edition of the Mapping demonstrates that
cybersecurity has ceased to be merely
a technical requirement to become the
absolute cornerstone of European inde-
pendence.

To understand the state of our ecosys-
tem, we must look at three critical forces:

— the geopolitical imperative
for

— the accelerating pace
of

— and the existential challenge
of

SOVEREIGNTY IS
NO LONGER OPTIONAL

The boundaries between cybercrime,
activism, and state-sponsored warfare
have blurred. From the conflict in Ukraine
to the sabotage of critical infrastructure
and disinformation campaigns aimed at
destabilizing democracies, the lesson is
clear:

For States and the EU, building a robust
defense is mandatory. But this obliga-
tion extends to the private sector. With

frameworks like and fully
influencing strategy, resilience is now
a regulatory and operational necessity.
Europe cannot afford to rely solely on
external providers for its critical defense.
We need a strong, local industrial base
to guarantee control over our data and
continuity of operations.

INNOVATION:
THE Al PIVOT AND BEYOND

Despite its maturity, the sector is buz-
zing with vibrant innovation.

Artificial Intel-
ligence is reshaping the batt-
lefield. It empowers defenders
in EDR/NDR/XDR platforms but
also arms attackers with tools
to create elusive threats and
deepfakes.

As
automation connects factories to
the cloud, OT security becomes
a prime target. Europe remains
a stronghold of engineering
excellence here, well-positioned
to secure these complex environ-
ments.

Post-Quan-
tum Cryptography is no longer
science fiction but an immediate
requirement. Simultaneously, a
new market is emerging to secure
Al itself protecting models from
poisoning and manipulation.



THE FRAGMENTATION TRAP:
A CALL FOR URGENT ACTION

Last year, we highlighted a clear warning
sign:

Fragmentation was already
a structural weakness of the European
cybersecurity ecosystem. Today, the gap
has widened.

THE SCALE GAP

The ECA recently compared the revenues
of the ten largest European cybersecu-
rity vendors with those of the ten largest
US players. The outcome is stark: a ratio
of almost 1 to 10. Eight months later, as
consolidation has continued to accele-
rate in the US and Israeli supplier lands-
cape, this imbalance has only worsened.

THE CONSOLIDATION REALITY

Across the Atlantic, consolidation is
moving fast and at scale. The multi-bil-
lion-dollar acquisition of Wiz by Google,
the successive acquisitions carried out
by Palo Alto Networks, or the acquisi-
tion of Armis by ServiceNow illustrate a
clear strategy: building large, integrated
platforms capable of sustaining massive
R&D investments and rapidly integrating
Al into cybersecurity offerings.

Europe has not remained silent. Some
consolidation moves have emerged in
OT security, Eastern European vendors
are increasingly looking toward Wes-
tern European players, and specialists
in threat detection and analysis are
joining forces to deliver more compre-
hensive solutions.

P
|

These signals are positive but the overall
pace remains slow.

From the user's perspective, frustration
persists. European customers still face a
landscape dominated by niche players,
many of which are too small to support
the level of R&D effort that cybersecurity
now requires, particularly as Al reshapes
traditional security models.

We consider the consolidation of Euro-
pean cybersecurity vendors to be the
single most critical strategic issue for
our industry.

But without the industrial scale to back it
up, we will remain dependent. We expect
the new wave of Al-aided technologies
to be the lever that finally unlocks these
long-awaited moves.

This Mapping

is a tool to drive
those connections.
Use it.



Cybersecurity has beco-
me the backbone of Eu-
rope’s digital resilience,
economic competitive-
ness, and strategic auto-
nomy. Yet the ecosystem
that underpins it remains
largely fragmented, un-
der-mapped, under-fun-
ded, and under-reco-
gnized; both inside Europe
and beyond. The ECA
created this Mapping to
address four fundamental
needs.

WHY THIS MAPPING?

1. VISIBILITY

Europe is full of world-class cybersecurity
talent, deep-tech teams, and high-potential
scale-ups; yet the landscape is difficult to see
from the outside. Solutions are scattered across
20+ national ecosystems; many companies
remain unknown beyond their home market.
This Mapping acts as a collective showcase,
making European capabilities visible to CISOs,
investors, and policymakers alike.

2. DIGITAL SOVEREIGNTY

Dependence on foreign vendors creates strate-
gic vulnerability. Frameworks like GDPR and
NIS2 reinforce the need for trusted, Euro-
pean-controlled solutions; and buyers are
increasingly demanding them. By identifying
and structuring European players, this Map-
ping actively supports Europe's capacity to
build a more resilient, autonomous industrial
base. Cybersecurity is a sovereignty technology.
Mapping it is a sovereignty action.

3. COLLABORATION AND CONSOLIDATION

European CISOs repeatedly flag the same frus-
tration: too many fragmented point solutions,
too little integration. This Mapping is more than
a directory; it is a tool for collaboration, enabling
companies to identify complementary techno-
logies, build integrated solutions, and facilitate
the cross-border partnerships and consolida-
tion that Europe urgently needs.

4. STRATEGIC INTELLIGENCE

Beyond listing companies, this Mapping delivers
actionable market intelligence: a structured
view of 16 cybersecurity domains, country-
by-country strengths and gaps, investment
and technology trends, and a basis for policy
recommendations. For buyers, it clarifies who
does what. For innovators, where to grow.
For institutions, where to invest.




WHAT'S NEW IN 20267

The 2026 edition builds
on the foundations of
2025 with clear advances
in depth, quality, and
community scale.

Six key improvements
set it apart.

MORE COMPANIES, BETTER DATA

This edition covers significantly more compa-
nies (1,302 vs. 828 in 2025), with cleaner clas-
sifications, more accurate country attribution,
and refined maturity indicators throughout. We
kept the same 16 categories to ensure year-
over-year comparability, while delivering deeper
insights into subcategory dynamics, scaling tra-
jectories, and innovation hotspots.

RICHER INTERVIEWS

This year features an expanded set of conver-
sations with scale-up founders, cybersecu-
rity experts, investors, ecosystem leaders,
and national associations; bringing real-world
context and strategic perspectives from the
people shaping Europe's cyber landscape.

NEW MACRO DATA FROM PARTNER ORGANI-
SATIONS

For the first time, the Mapping integrates
macro-level insights from ecosystem partners,
including investment trends, regulatory impact,
market dynamics, and European benchmarks;
adding analytical depth and sharpness to the
2026 edition.

A GROWING COMMUNITY

The 2025 Mapping was widely read, shared,
and praised across Europe. That enthusiasm
translated directly into this edition: more actors
contributed data, more organisations reached
out proactively to participate, and the Mapping
has become a truly collective project.

DISCLAIMER & HOW TO CONTRIBUTE

This Mapping has been compiled with the
greatest care, drawing on extensive research
and cross-validated data. Even so, in a fast-mo-
ving ecosystem, errors or omissions may occur.
If you spot a mistake, a missing company, or
outdated information, please reach out to us at

gvbermapping@eyropean_champoions.org,

We review all corrections and incorporate
validated updates into our online platforms
and future editions.

This Mapping is

a community project; your
contributions make it bet-
ter every year.

ereniseni




Executive Synthesis

STRATEGIC OUTLOOK 2026

Cybersecurity as a Strategic Asset

By 2026, cybersecurity
has completed its tran-
sition from a specialised
IT function to a strategic
asset class at the core

of Europe’s economic
resilience and geopolitical
autonomy.

This shift is no longer theoretical. It is the
direct consequence of three converging forces:
the industrialisation of cyber threats through
automation and artificial intelligence; the full
entry into force of a dense European regulatory
framework; and a global consolidation cycle that
is rapidly concentrating power, capital, and plat-
forms, so far mostly outside Europe.

Cybersecurity now sits at the intersection of
national security, economic competitiveness,
and digital trust. Attacks no longer target only
data or systems; they aim to disrupt operations,
destabilise supply chains, and undermine confi-
dence in institutions. As a result, cybersecurity
spending has become structurally inelastic.
While other segments of the technology sector
have experienced corrections, cybersecurity
continues to grow at double-digit rates, driven
by necessity rather than optimism.

Yet Europe faces a structural dilemma. The
continent excels at producing high-quality
cybersecurity innovation particularly in deep
tech, identity, cryptography, OT security, and
threat intelligence but continues to struggle to
transform these assets into large, independent
platforms.

Fragmentation remains the defining weakness
of the European ecosystem. Scale-ups emerge,
consolidate local markets, and reach technical
maturity, only to be acquired by non-European
strategic buyers or private equity funds opera-
ting under non-European control.

Regulation has become Europe's most powerful
lever. NIS2, the Cyber Resilience Act, and DORA
have collectively shifted cybersecurity from dis-
cretionary spending to a legal and operational
imperative. In doing so, they have created a vast
addressable market particularly among SMEs
and mid-sized industrial players while simul-
taneously raising the bar for vendor maturity,
resilience, and scale.

This Strategic Outlook sets the context for the
Mapping that follows. It explains why consoli-
dation is accelerating, why certain categories
dominate, why identity and infrastructure secu-
rity have become central, and why Europe now
faces a narrow window to convert regulatory
strength and technological excellence into las-
ting industrial leadership.

“Cybersecurity

is no longer

a technical function.
It is a condition for
sovereignty.”




MARKET TRAJECTORY
& GROWTH SIGNALS

The European cybersecu-
rity market continues to
defy broader technology
sector headwinds.

Growth projections for the 2026-2030 period
remain consistently above general IT spending,
positioning cybersecurity among the most resi-
lient segments of the European digital economy.

According to consolidated market estimates,
European cybersecurity spending reached
approximately €70-75 billion in 2025, repre-
senting roughly 26% of global cybersecurity
spend. Forecasts converge around a compound
annual growth rate (CAGR) of 11-13% through
2030-2033, which would bring the market to
€150-165 billion by the early 2030s. This sus-
tained growth confirms that cybersecurity has
shifted from a discretionary IT investment to a
structural operational requirement.

THE RESILIENCE ANOMALY

Cybersecurity spending has become decoupled
from traditional IT investment cycles. While
cloud, SaaS, and enterprise software budgets
experienced corrections in 2023-2024, cyber-
security maintained double-digit growth. The
driver is not optimism, but necessity: regulatory
enforcement, insurance pressure, and the rising
cost of incidents have locked cybersecurity into
a non-discretionary spending category.

REGIONAL ASYMMETRIES

Growth is unevenly distributed across Europe.
The UK, Germany, and France remain the largest
markets in absolute terms, driven by enterprise
and industrial demand. However, the fastest
acceleration is occurring in Southern Europe,

where Italy and Spain recorded year-on-year
growth rates of approximately +23% and +26%
in 2025, largely driven by the enforcement of
NIS2 across industrial SMEs. Central and Eas-
tern Europe plays a paradoxical role. Often
underestimated, the region produces globally
competitive cybersecurity champions while
maintaining capital-efficient growth models.
Companies in this region tend to internatio-
nalise later but scale aggressively once critical
mass is reached, as illustrated by players such
as Bitdefender (Romania), ESET (Slovakia) and
Nord Security (Lithuania), the latter now valued
at approximately $3 billion with sustained orga-
nic growth above 30% year-on-year.

THE SCALE-UP PARADOX

A persistent structural pattern defines Euro-
pean cybersecurity growth. Companies below
a critical revenue threshold typically around
€10 million in annual recurring revenue (ARR);
remain heavily dependent on domestic mar-
kets, often generating more than 80% of reve-
nues locally. Once this threshold is crossed,
internationalisation accelerates sharply, with
mature scale-ups generating 40% or more of
revenues outside their home market. Some
25% of European cybersecurity vendors are
now present in at least one more country than
their original one.

At precisely this stage, capital intensity
increases. European funding depth very often
proves insufficient, pushing companies toward
US capital or strategic exits. This dynamic
explains the dense long tail of start-ups visible
in the Mapping alongside a relatively small
cohort of independent scale-ups. It also reveals
a structural paradox: European capital and
talent absorb the risk of the early stages, while
US capital captures the value created in the
scaling phase that follows.
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Interview
KUPPINGERCOLE

STRATEGIC
SPONSOR

The current geopolitical turmoil

has strengthened both the unders-
tanding of and demand for EU-
sovereign solutions in cybersecurity

and digital identity.

WYV

IDENTITY SECURITY: STILL A LONG WAY
TO GO FOR OPTIMAL SECURITY POSTURE

Identity Security, the combination of Identity and
Access Management (IAM) and Cybersecurity, is
facing a series of challenges, from old but often
underserved ones to major new ones. Amongst
the long standing ones, we see the transition to
passwordless, multi-factor authentication, the
management of ,non human” identities (NHI)
such as in workloads, and securing OT (Operatio-
nal Technology) as areas where many organiza-
tions still have a long way to go.

The major new challenge, without a doubt, is secu-
ring Al and its intersection withldentity (“Aldentity").
While we see a lot of solutions emerging, these are
mostly point solutions addressing certain aspects
of Al security but missing the entire breadth and
depth of challenges we are facing in this field.

Also, many organizations still must do the basics
in both IAM and cybersecurity. In 1AM, even fun-
damental workforce |AM processes for managing
users and their entitlements frequently aren't
solved well. Additionally, many organizations face
a legacy challenge with IAM implementations
that have become increasingly outdated and hard
to manage after 10or more years since the initial
deployment.

In cybersecurity, one of the biggest challenges
stems from the multitude of tools. 70 or 80 diffe-
rent tools are more the norm than the exception
for organizations. Integration and consistent
management are both complex. This leads to a
risk for a comprehensive cybersecurity posture,
despite having many tools in place.

2027: THE YEAR OF NHI
MANAGEMENT AND Al SECURITY

The good news is that the solutions in this space
are evolving with considerable speed for addres-
sing challenges such as NHI Management and
Al Security. We are seeing major investments
flowing into these areas and also into OT security.

While the latter area will be covered by isolated
point solutions for longer, we expect to see broa-
der, more feature-rich and integrated offerings
for both the management of non-human iden-
tities, in particular workload identities, and for
Al Security. These offerings will come from both
start-ups and from established players in the
market. While 2026 might still be a year driven by
innovation, 2027 should be a year with a stronger
focus on integration, while also keeping innova-
tion at a high level.

This will be needed, with attackers continuing to
move fast. Organizations will remain in a situa-
tion where they need continuous improvement in
their cybersecurity posture and the investments
needed for that to keep pace with the evolving
cyber-attacks.

EUROPE'S PLAY: SOVEREIGNTY IN CYBERSE-
CURITY AND DIGITAL IDENTITY

The current geopolitical turmoil has strengthe-
ned both the understanding of and demand for
EU-sovereign solutions in cybersecurity and digi-
tal identity. While the former drives strengthening
of IT security in general, the latter is pushing
independence from the large U.S. cloud providers
such as Google, Apple, Meta, Amazon, and others.

The ECA analysis as well as our research at Kup-
pingerCole Analysts demonstrates that there
exists a strong ecosystem of software vendors
and service providers in Cybersecurity, IAM, and
Sovereign Clouds. This ecosystem covers all rele-
vant areas. Buyers should consider taking Euro-
pean solutions into consideration as alternatives.
Many of the European solutions deliver technical
excellence. For all major areas in Cybersecurity
and IAM there are European offerings that are
mature and feature-rich enough to provide a solid
foundation for the requirements of organizations.
An often-overlooked simple advantage of using
European vendors is the proximity to their lea-
dership and support teams.

For Digital Identity, the EU Digital Identity (EUDI)
wallet(s) have the potential of being a game
changer, delivering an interoperable and highly
secure identity infrastructure across the EU.
The power of the EUDI wallet becomes obvious
when looking at the attempts of Google, Amazon,
and other leading global players to play a role in
that evolving ecosystem. Europe, in this area, is
clearly in the driver's seat.



PLATFORMIZATION:
CHALLENGE AND OPPORTUNITY

An often-discussed topic is security solution platformi-
zation. Every time a large vendor, especially in cyber-
security, acquires another vendor, the discussion of
platformization reaches a new peak. Buyers are split
between some that prefer unified sourcing that comes
with platformization, and others that consider the risks
of platformization larger than the advantages.

Platformization is not new in IT and cybersecu-
rity. The discussion about “suite vs. best-of-breed”
has run for decades in various areas of IT. There is
no “wrong” or “right” in this debate, and virtually
never is it about “only one suite/platform” or “eve-
rything best-of-breed”. While the large platforms
mainly come from U.S. vendors, European vendors
can play a strong role with best-of-breed offerings.
There also are significant opportunities for financial
investors in building more comprehensive European
platforms in cybersecurity and IAM...

It should be considered thatmodern modular software
architectures, API-first approaches, and the rise of
flexible, APl-based orchestration leans to favoring
best-of-breed over “over-platformization”. It histo-
rically has been challenging to integrate 3rd-party
sourced solutions without significant effort. Such
solution combinations or “Fabrics”, like the Identity
Fabric defined by KuppingerCole Analysts, enables a
phased migration and for eased integration with pre-
viously deployed solutions. In this way best-of-breed
can give control back to customers.

TIME FOR STRONGER EUROPEAN SELF-ESTEEM

Europe has an ecosystem of available software and
services across cybersecurity, |1AM, Digital Iden-
tity, and sovereign clouds that is broader and more
powerful than commonly understood. European
buyers should take regionally sourced solutions into
consideration. Moreover, it is a highly interesting
playing field for financial investors, with well-en-
gineered solutions available at lower valuations
than in Silicon Valley. This, especially in the context
of an increasing focus on EU digital sovereignty,
provides strong growth opportunities for software
vendors, cloud service providers, and the financial
investors backing these companies.

Still, there is a need for fostering innovation, espe-
cially in the early stages of entrepreneurship, by
strengthening funding and venture capital while also
reducing bureaucratic barriers. The EU would be
well-advised to favorl ndividual organizations over
consortia in their funding, as the German SPRIND
(agency for rapid innovation) does now. This will help
accelerate the birth of Europe's own unicorns.

sKuppingercoie

ANALYSTS

KuppingerCole Analysts AG is an
independent global analyst firm
specializing in identity and access
management (IAM), cybersecu-
rity, digital identity, and gover-
nance. Through vendor-neutral
research, advisory services, and
events such as the European
Identity & Cloud Conference and
Impact Days, KuppingerCole
helps organizations turn digital
complexity into clarity.

Martin KUPPINGER

Co-Founder

& Principal Analyst

KuppingerCole
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Europe’s regulatory
framework has become
the single most important
structural driver

of cybersecurity demand.
In 2026, regulation

no longer shapes the
market indirectly; it
actively constructs it.

NIS2: FROM COMPLIANCE
TO BUDGET ACTIVATION

The enforcement of NIS2 has expanded the
cybersecurity market far beyond traditional
critical infrastructure operators. Thousands of
SMEs across manufacturing, logistics, energy,
food production, and waste management now
fall within its scope. For many, this marks their
first sustained investment in cybersecurity.
Demand is shifting toward solutions that com-
bine risk management, monitoring, reporting,
and operational support.

This has favoured vendors capable of delivering
packaged, scalable offerings often via managed
service providers over fragmented point solu-
tions.

REGULATION AS MARKET
INFRASTRUCTURE

CYBER RESILIENCE ACT:
SECURITY BY DESIGN

The Cyber Resilience Act has transformed
embedded and firmware security into a
market access condition. Hardware and loT
manufacturers can no longer treat security as
an afterthought. This has created a powerful
tailwind for European vendors specialising in
embedded security, certification, and lifecycle
compliance, reinforcing Europe's strengths in
industrial and OT environments.

DORA AND SUPPLY CHAIN PRESSURE

For financial services and their suppliers, DORA
has extended cybersecurity requirements
deep into third-party ecosystems. Start-ups
and scale-ups selling into regulated sectors
now face longer sales cycles, higher assu-
rance requirements, and growing pressure to
demonstrate operational resilience. This dyna-
mic favours consolidation and disadvantages
undercapitalised niche players.

Collectively, these regulations reward scale,
integration, and durability. Europe has created
a regulatory moat but only companies capable
of industrialising their offerings will fully bene-
fit from it.




CAPITAL, INVESTMENT
& THE EUROPEAN SCALE GAP

The post-2022 correc-
tion has fundamentally
reshaped cybersecurity
investment dynamics.
The era of growth-at-
all-costs has given way
to a regime of selectivity,
efficiency, and resilience.

CAPITAL CONCENTRATION

Overall funding volumes have stabilised, but
capital is increasingly concentrated in fewer
assets. Investors favour companies with recur-
ring revenues, clear regulatory tailwinds, and
paths to profitability. This has reinforced the
position of later-stage scale-ups while increa-
sing pressure on early-stage companies to
demonstrate differentiation and traction earlier.

THE ROLE OF PRIVATE EQUITY

Private equity has become a central archi-
tect of the European cybersecurity lands-
cape. Unlike traditional venture capital, PE
firms bring consolidation expertise, long-term
capital, and operational discipline. In identity,
SecOps, and managed security, PE-backed
buy-and-build strategies are now shaping the
market structure.

THE SERIES B/C GAP

Despite progress, Europe still lacks sufficient
depth to independently fund late-stage cyber-
security growth. As a result, US investors and
strategic buyers continue to dominate the final
stages of scaling. Sovereign and defence-linked
funds are beginning to address this gap, but
their impact remains uneven.

This structural imbalance
directly feeds the consoli-
dation dynamics analysed

in the next section.
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The human layer is also being
upgraded for the Al era.

A\~

From your company vantage point,
which cyber threats or attack
patterns are currently the most
critical for large organizations and
public institutions across Europe?
Which developments or weak signals
are you monitoring most closely?

The most critical threat patterns for large enter-
prises and public institutions in Europe are the
ones that combine scale, speed, and systemic
impact. They don't just hit systems; they disrupt
services, and force leadership decisions under
extreme time pressure.

And that's why ransomware remains the
highest-impact threat, now driven by mul-
ti-layer extortion, operational disruption, repu-
tational intimidation, and ecosystem coercion.
This is amplified by the industrialization of
Ransomware-as-a-Service, and we now see
Al-assisted negotiation support that makes
extortion persistent, multilingual, and psycho-
logically optimized.

In that same disruption-and-extortion playbook,
we also see a sharp rise in DDoS as a pressure
tool used to degrade services, distract res-
ponders, or raise the cost of delay. 2025 was
a record year by volume, including extreme
attacks measured in terabits per second and
billions of packets per second across Europe.

We also see a consistent rise in identity-led
compromise, including stolen credentials, ses-
sion and token theft, over-privileged access,
and manipulation of trusted workflows. And
supply-chain compromise is increasingly cen-
tral to high-impact incidents. A single upstream
breach can cascade across dozens of orga-
nizations because trust is shared by design
across software dependencies, managed ser-
vices, cloud integrations, and federated identity.
Finally, stealth intrusions and living-off-the-
land are increasingly the default, with adversa-
ries staying quiet until leverage is highest.

On emerging signals, we're tracking the collision
of enterprise Al adoption and criminal innova-
tion, and several patterns stand out:



1. Al-enabled malware that uses Al during
runtime to dynamically generate com-
mands, alter behavior, and evade static
detection.

2. Rogue criminal Al platforms as FraudGPT,
WormGPT, HackGPT and their many suc-
cessors, lowering the barrier to entry and
accelerating criminals’ go-to-market.

3. Al platforms as targets: prompt injection,
tool/plugin abuse, poisoning, and gover-
nance gaps that can turn trusted auto-
mation into an exfiltration or manipulation
channel

4. Deepfakes are moving from novelty to
operational fraud in executive and finance
workflows.

5. Quantum disruption is shifting from theory
to timeline as “Harvest today, decrypt
tomorrow" threatens long-lived confiden-
tiality, and “sign today, forge tomorrow”
threatens the integrity of certificates,
software updates, and digital trust.

Over the past months, what major
evolution have you observed in terms of
cybersecurity practices, organizational
maturity, or defensive capabilities?

The most significant evolution we've observed is a
mindset shift: European organizations are moving
from cyber protection to cyber resilience. You
can't prevent every intrusion, but you can control
the blast radius and the clock. Cyber maturity in
Europe is increasingly measured by one thing: how
well you operate under attack.

In parallel, Al is reshaping both defense and risk
across multiple layers, acting at the same time as an
accelerator for defense and a new frontier to secure.

On the defensive side, we see the strongest value
where Al reduces time and friction, for example,
alert triage and investigation enrichment, sup-
port for threat hunting, and automation of identity
entitlement reviews. At the same time, organiza-
tions are taking Al security by design far more
seriously with stronger governance, data controls,
access management, logging, red-teaming, and
awareness of specific Al risks like prompt-injec-
tion and agents goal drift.

A0S

Atos Group is a global leader
in digital transformation with
63,000 employees and annual
revenue of €8 billion, operating
in 61 countries under two brands:
Atos for services and Eviden
for products. European number
one in cybersecurity, cloud and
high-performance computing;
Atos Group is committed to a
secure and decarbonized future
and provides tailored Al-powered,
end-to-end solutions for all indus-
tries. Atos Group is the brand
under which Atos SE (Societas
Europaea) operates. Atos SE is
listed on Euronext Paris.

The purpose of Atos Group is
to help design the future of the
information space. Its expertise
and services support the deve-
lopment of knowledge, educa-
tion, and research in a multicul-
tural approach and contribute to
the development of scientific and
technological excellence. Across
the world, the Group enables its
customers and employees, and
members of societies at large to
live, work and develop sustai-
nably, in a safe and secure infor-
mation space.».

Zeina ZAKHOUR
Vice-President
Global CTO Cybersecurity

Atos
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And as Al agents enter workflows, 1AM pro-
grams are adapting with unique identities for
nonhuman actors, automated credential life-
cycle, fine-grained authorization, and clear
accountability for agent purpose and ownership.

The human layer is also being upgraded for the
Al era. Employees are becoming Al-enhanced,
and that changes both productivity and risk. The
most mature organizations are moving beyond
traditional awareness training toward Al literacy
and behavior-based programs, teaching people
how to use Al safely, how to recognize Al-powe-
red attacks, and how to apply a stronger verify
unusual requests reflex.

Finally, post-quantum is moving from theory to
timetables in Europe. The EU coordinated road-
map sets clear milestones with a 2026 start line
for Member States and a 2030 transition target
for critical infrastructure. And this is already cas-
cading through the partner and vendor ecosys-
tem, as organizations start building their crypto
inventories and put migration plans in motion.

Do you see concrete progress in anti-
cipation, resilience, or crisis manage-
ment among European organizations?

Yes, we see tangible progress and it's most
visible in the organizations that have made
resilience an operating practice that is repea-
table and measurable. At Atos, we've anchored
this approach with a SOC-driven resilience
cycle of Prepare, Respond, Adapt.

— Prepare: we anticipate and reduce expo-
sure before the crisis. That means clari-
fied roles and decision rights, rehearsed
playbooks, tabletop exercises aligned to
modern extortion scenarios, restore drills
that prove recovery time, segmenta-
tion that limits blast radius, and tighter
control of supplier and privileged access.

— Respond: we optimize for speed and deci-
siveness. The focus is rapid detection and

containment, especially identity contain-
ment, supported by pre-built escalation
paths and communication routines so
teams act decisively under pressure.

— Adapt: we institutionalize learning and
turn every incident into improved pos-
ture. Post-incident learnings are trans-
lated into concrete control changes,
detection tuning, and measurable
improvements in time-to-contain, with
continuous exposure reduction.

Overall, progress is uneven, but the direction
is clear: the leaders are building cybersecurity
as an operating discipline, designed for perfor-
mance under pressure, not just prevention.

How is cybersecurity increasingly
integrated into broader operational
risks & governance frameworks?
From your perspective, how do
European regulations & frameworks
contribute to structuring and stren-
gthening this approach?

Cybersecurity is increasingly integrated into
broader operational risk management because
organizations now approach it in the same way
they manage other threats to continuity. It is less
about protecting IT and more about protecting
the business. In mature European organizations,
cyber is embedded into enterprise risk gover-
nance with defined risk appetite, named owners
across business and support functions, tested
controls, rehearsed escalation, and crisis mana-
gement that link technical response to legal,
communications, and operational decisions.

European regulation is accelerating this inte-
gration because it turns cybersecurity into a
structured operating discipline. It creates a
common language and governance baseline
across security, risk, legal, procurement, and
operations. That alignment is what makes anti-
cipation, resilience, and crisis management
real at scale. Indeed, Frameworks like NIS2 or
DORA for financial services strengthen lea-
dership accountability, incident handling and
third-party expectations, while pushing orga-
nizations to industrialize reporting and escala-
tion. The EU Al Act extends the same logic to
Al-enabled operations, reinforcing governance
and security-by-design where Al influences
critical decisions.



In practice, this blended approach shows up in
two concrete shifts. First, boards and executive
committees are moving from control checklists
to operational outcomes, with KRIs tied to
detection, containment, recovery time, and ser-
vice impact. Second, third-party and concentra-
tion risk is being treated as systemic risk, with
tighter access governance, segmentation, and
contractual obligations because supplier com-
promise can become enterprise disruption.

That's how cyber becomes manageable at
scale: shared language, shared accountability,
shared cadence.

How do you assess Europe's current
position in cybersecurity - its stren-
gths, dependencies & blind spots?
What should be the top priorities

to sustainably strengthen Europe’s
autonomy, resilience, and industrial
competitiveness in this field?

Europe's position in cybersecurity is stronger
than we often believe, but also more dependent
than we like to admit. Europe is building rules,
coordination, and resilience muscle at scale.
The opportunity now is to convert that into
strategic autonomy and industrial advantage.

WHERE EUROPE IS STRONG

Europe has a unique ability to align the levers
that actually move the market: a clear regula-
tory framework, shared priorities, cross-border
coordination, targeted funding, and a powerful
standard-setting effect. When regulation is well
designed, it does not just constrain organizations;
it creates demand for solutions that are robust
by default, interoperable, portable, secure, and
maintainable. That alignment is a strategic asset,
because it turns resilience requirements into an
industrial runway for European capabilities

EUROPE’S DEPENDENCIES

Europe still relies heavily on a small number of
non-European providers for key digital layers,
including cloud platforms, identity stacks, pro-
ductivity ecosystems, and parts of the security
telemetry chain. Add globally interdependent
hardware and compute supply chains, and
the picture is clear: Europe's digital economy
is strong, but parts of its foundation remain
concentrated elsewhere.

EUROPE’S BLIND SPOTS

Systemic risk is still not stress-tested enough
especially common-mode failures, supply-chain
cascades, and concentration risk. Many organi-
zations still do not quantify dependency exposure
and the gap between plans and proven recovery
remains wide at the pace modern threats demand.
Identity sprawl is accelerating with automation
and Al agents, creating nonhuman identities that
governance models are still catching up with. And
crypto visibility remains a blocker, especially as
post-quantum timelines approach.

TOP PRIORITIES TO STRENGTHEN AUTO-
NOMY, RESILIENCE, AND COMPETITIVENESS

Europe should prioritize sovereignty on systemic
foundations. This includes European, or at least
European-operable, capabilities for digital iden-
tity, privileged access, cryptography, and security
detection and response. This is also where soverei-
gnty risk must be quantified properly to help orga-
nizations adopt the right strategy on this front.

Second, autonomy has to be built through mar-
ket demand, not slogans. Europe will not scale
with intentions; it scales with market growth. Too
often, organizations default to global platforms
because they reduce perceived risk, or integra-
tion comfort, or even the cost of switching. The
shift is to adopt European where it's strategic
and where the sovereign risk is highest. The shift
is also to invest more in European players, from
startups to scale-ups to large industrial actors,
accelerating the path to adoption at scale.

Third, Europe must treat the supply chain as a
strategic asset. Security-by-design expectations
of the EU Cyber Resilience Act should lift product
quality and supplier assurance, while supply-chain
concentration should be actively reduced through
diversification, transparency, and enforceable
requirements on critical dependencies.

Autonomy does not mean isolation. It means
choosing partnerships and governing them pro-
perly with dependencies that are auditable and
reversible, backed by continuity guarantees and
realistic fallback options. That is how Europe
stays open, but never blocked.

Europe has the ingredients: regulation that drives
discipline, sectors that understand resilience, and a
market big enough to set standards. The next step
is execution at scale. That's how cyber becomes a
competitive advantage, not just a defensive cost.
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I nte rVi ew How do you see the role of European cloud

and cybersecurity providers like IONOS in
O OS strengthening Europe’s digital sovereignty?

IONOS anchors European digital sovereignty by pro-
viding a legally autonomous cloud environment that
serves as a definitive shield against extraterritorial
jurisdictional risks, such as the US CLOUD Act. By
STRATEGIC supporting the "EuroStack” and offering sovereign
SPONSOR Kubernetes frameworks like SUSE Rancher Prime and
Red Hat OpenShift, we decouple European innovation
from non-EU technical dependencies. This ensures
that European businesses can scale within a secure,
independent value chain that maintains strict opera-

in 2026’ Europe must brldge tional and legal integrity.

the “innovation-to-industria-

To maintain competitiveness

What are the key cybersecurity

lack of late-stage venture capital, which prevents
W specialized innovators from reaching global category
leadership. To survive, these vendors must transition
from niche specialists to interoperable ecosystem
partners within a unified European digital framework.

lization” gap by converting and compliance challenges European

. . organisations currently face when

its world-class research into moving to the cloud?
g unified, global-scale platforms, _ _
0 European cybersecurity companies face a “scale-and-
g particu|ar|y in Al-driven threat trust” deficit, where extreme market fragmentation
z necessitates costly integration efforts to compete
§ detection and post-quantum with global platform providers. Despite the tailwinds
g of NIS2, growth is constrained by non-harmonized
g Cl‘yptography- national procurement standards and a persistent
(&}
Z

In your view, where does Europe still
need to strengthen its technological

and infrastructural capabilities to remain
competitive in cybersecurity?

To maintain competitiveness in 2026, Europe must
bridge the “innovation-to-industrialization” gap by
converting its world-class research into unified, glo-
bal-scale platforms, particularly in Al-driven threat
detection and post-quantum cryptography. We
must urgently address the late-stage funding defi-
cit to prevent promising scale-ups from seeking
non-EU exits, ensuring that the "“European Cyber

IONOS Cloud Champio.ns" of tomorrow re.main unc.jelzr domestic
ownership. Furthermore, securing our critical ICT sup-
ply chains requires a shift toward hardened, EU-based
infrastructure that eliminates dependency on foreign
proprietary stacks for essential public and private
sector services.

Startup Program

How does the IONOS Cloud differentiate
itself in the European cloud and cyberse-

- curity landscape?



The IONOS Cloud differentiates through a “soverei-
gn-by-design” model that prioritizes technical inte-
roperability, exemplified by our 2026 validation for
sovereign Kubernetes orchestration with SUSE. Rather
than building a closed ecosystem, we act as a foun-
dational enabler for European cybersecurity vendors,
creating a transparent and legally shielded value
chain. This approach combines absolute jurisdictio-
nal security with industry-leading price-performance,
ensuring that sovereignty is a strategic performance
driver rather than a compliance burden.

How does your offering contribute to
resilience, compliance (e.g. NIS2, DORA,
GDPR), and trust for European businesses
and institutions?

IONOS strengthens European resilience by providing
legally autonomous infrastructure that mitigates the
jurisdictional risks inherent in non-EU cloud providers,
satisfying the core sovereignty requirements of GDPR.
Our platform natively supports NIS2 compliance and
provides a strong foundation for DORA-regulated sup-
ply chains through high-availability architectures and
the industry-leading BSI C5 certification, ensuring
strict compliance for critical supply chains. By prioriti-
zing open standards and local legal accountability, we
enable businesses to build a foundation of trust while
maintaining the strategic agility required to navigate
Europe's evolving regulatory landscape.

Why did IONOS decide to support
the European Cybersecurity Mapping
initiative?

IONOS supports the European Cybersecurity Mapping
initiative to foster a transparent and sovereign digi-
tal ecosystem that consolidates European innovation
under a unified, legally autonomous framework. As a
foundational infrastructure provider, we aim to bridge
the visibility gap for specialized European cyber
champions, enabling them to scale securely while
ensuring the entire digital supply chain remains within
local jurisdictional control. This strategic partnership
reinforces our commitment to building an end-to-end
European tech stack that prioritizes operational resi-
lience and strategic independence.

Our Startup and ISV Partner Programs provide a
strategic runway for European innovators, offering
scalable sovereign infrastructure and direct access to
our ecosystem of enterprise clients. By bridging the
gap between technical development and market-ready
compliance, we empower the next generation of Euro-
pean champions to lead with autonomy - scan the QR
codes below to accelerate your growth.

IONOS

CLOnD

IONOS is the leading digitaliza-
tion partner and trusted cloud
enabler for small and medium-
sized businesses (SMBs). The
company serves around 6.5
million customers and has a
presence in 18 markets across
Europe and North America, with
its services being accessible
worldwide. Its web presence and
productivity portfolio caters to
all digitalisation needs, providing
domains, web hosting and web-
site builders with Al capabilities,
as well as eCommerce and online
marketing tools. The company
also offers cloud solutions for
businesses looking to move their
operations to the cloud as they
expand and develop..

Phillip MAASBERG
Senior Advisor Business
Development Strategy &
Planning and Global Startup
Program Lead

IONOS
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The question is no longer
whether organisations wiill
move sensitive workloads to
the cloud; it is whether they
can do so without being forced
to extend blind trust to their
infrastructure providers.

This is today of course under-
lined and highlighted by the
political pitfalls summed up
in the sovereignty discussion.

A\

Perimeter is dead. What is
the ‘last mile’ of data protection?

When briefly taking the noise from the political
domain out of the picture, the single most impor-
tant shift we are witnessing is the collapse of the
traditional security perimeter in the age of cloud and
Al. For decades, cybersecurity was built around the
assumption that you could draw a boundary around
your infrastructure and defend it. That model is sim-
ply no longer viable. Today, sensitive workloads run
across multiple clouds, Al models process confiden-
tial data in environments operated by third parties,
and organisations are asked to “trust” infrastructure
they do not own or control.

The critical issue this exposes is what | call the last
mile of data protection: data while it is actively being
processed. We have long been able to encrypt data
at rest and in transit, but processing has remained a
blind spot; a moment of exposure that every sophis-
ticated attacker knows to target. Addressing this gap
through hardware-based confidential computing is, in
my view, the most urgent and consequential challenge
in cybersecurity today. The question is no longer
whether organisations will move sensitive workloads
to the cloud; it is whether they can do so without
being forced to extend blind trust to their infrastruc-
ture providers. This is today of course underlined and
highlighted by the political pitfalls summed up in the
sovereignty discussion.

How will Al and confidential computing
create ‘zero-trust compute'?

Over the next three years, | expect the convergence
of Al and confidential computing to fundamentally
reshape how we think about secure infrastructure.
It can be similar as moving from HTTP to HTTPS
in the browser when starting to secure communi-
cations. As enterprises deploy Al at scale; training
models on proprietary data, running inference on
sensitive inputs, building agentic systems that act
autonomously; the attack surface expands dra-
matically. The data processed by these systems
is often among the most valuable an organisation
holds, and the current security models are not
built to protect it.

What | anticipate is a structural shift toward "zero-trust
compute”: environments where security guarantees
are enforced not by policy or contractual clauses,
but by hardware-level isolation that no administrator,
cloud provider, or insider threat can bypass. Organi-
sations that build on this foundation today will have a
significant competitive and compliance advantage as



regulation tightens and the threat landscape evolves
being faster to transform and harvest the benefits of a
truly secure digital supply chain.

Explain Europe’s ‘structural
sovereignty gap.’

Europe occupies a paradoxical position. On the
regulatory front, we are world leaders; GDPR set a
global benchmark, and frameworks like NIS2 and
the EU Data Act are pushing security standards in
the right direction. European institutions unders-
tand the stakes of digital dependency better than
most, and there is genuine political will to act.

Yet at the technology and infrastructure layer, Europe
remains heavily dependent on a handful of non-Eu-
ropean hyperscalers for the very cloud services that
handle our most sensitive data. This creates a struc-
tural sovereignty gap: we write the rules, but we run
our workloads on infrastructure governed by foreign
jurisdictions and foreign legal frameworks. The good
news is that European deep-tech companies; and the
confidential computing ecosystem in particular; are
building the technical foundation to close that gap.
The challenge is speed and scale.

What is the single most impactful
action Europe can take now?

The single most impactful action Europe could take
is to create structured demand for sovereign, veri-
fiable security in its public procurement and criti-
cal infrastructure requirements. Regulation alone is
insufficient if the organisations subject to it have
no practical, accessible alternative to the dominant
hyperscalers. Europe needs to couple its regulatory
ambition with procurement policies that actively
favour solutions offering hardware-attested secu-
rity and genuine data sovereignty; not just contrac-
tual promises.

Specifically, this means mandating confidential
computing for workloads involving sensitive per-
sonal data, critical infrastructure, and Al systems
operating in regulated sectors. The BSI and the
gematik in Germany for example have started to
move in that direction. What it needs now is the
decisiveness to back its own ecosystem at scale
and be willing to invest with usually younger and
smaller European innovators, keeping some of the
big global players in parts at arm’'s length without
dropping the benefit from the international expe-
rience they bring. Thus playing the strength of
Europe being used to operating in a collaborative
cross company setup.

enclaive

Enclaive is Europe’s leading
confidential computing provider,
empowering businesses to pro-
tect sensitive data across mul-
ti-cloud environments. By levera-
ging secure enclaves, we ensure
applications and data remain
confidential at runtime, even in
untrusted infrastructures. Our
solutions integrate seamlessly
and comply with strict regula-
tions, enabling secure innovation.
Enclaive: Europe’s top confiden-
tial computing for a safer digital
future.

Andreas WALBRODT

6130)

Enclaive
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CONSOLIDATION, EXITS

& THE SOVEREIGNTY LEAK

Consolidation is no longer
optional; it is the dominant in-
dustrial logic of cybersecurity.

Platformisation, Al integration, and regulatory
compliance all require scale, recurring revenues,
and sustained R&D investment. Between 2024
and early 2026, Europe has witnessed an unpre-
cedented wave of high-impact transactions that
structurally reshaped its cybersecurity landscape.

LANDMARK EUROPEAN EXITS
Several transactions stand out as structurally decisive:

— Hornetsecurity (Germany) - Proofpoint
(USA): completed in December 2025 for
approximately $1.8 billion. At the time of
acquisition, Hornetsecurity was serving
more than 125,000 European SMEs
through a network of 12,000+ MSPs,
generating close to $200 million in ARR.
While this exit validated Europe's ability
to build profitable platforms, it also
transferred a critical layer of SME email
security and compliance infrastructure to
US ownership.

— Darktrace (UK) > Thoma Bravo (USA):
completed in October 2024 for $5.3 billion.
One of Europe's rare cybersecurity deca-
corns, Darktrace was taken private after
years of perceived undervaluation on the
London Stock Exchange, highlighting the
persistent valuation gap between European
public markets and US private capital.

— Tessian (UK) - Proofpoint (USA): this
acquisition removed a leading European
player in human-layer security from the
independent ecosystem, further conso-
lidating US dominance in email security
and data loss prevention.

— Secure-IC > CADENCE (USA): this fast sca-
ling player expert in OT Security has finally
found an US partner as the best solution to
finance its development. Which reminds the
acquisition of SENTRYO by CISCO IN 2019.

GLOBAL CONSOLIDATION
WITH DIRECT EUROPEAN IMPACT

Several non-European transactions carry major impli-
cations for European buyers and vendors:

—  Alphabet (Google) —> Wiz: announced at $32
billion, this is the largest cybersecurity acqui-
sition ever proposed. As of early 2026, the
transaction remains under intense scrutiny by
the European Commission, with the decision
seen as a litmus test of Europe’s willingness
to act as a gatekeeper against hyperscaler
dominance of the cloud security layer.

— Palo Alto Networks —> CyberArk: announced in
2025 for approximately $25 billion, consolida-
ting a dominant position in identity and privile-
ged access management, a segment critical to
European banking and critical infrastructure.

— ServiceNow —> Armis: completed in 2025
for approximately $7.75 billion, reinforcing
US control over OT and loT asset visibility, a
domain central to European industrial security.

THE STRUCTURAL SOVEREIGNTY LEAK

These transactions follow a consistent pattern: Euro-
pean companies incubate innovation, consolidate local
markets, and reach operational maturity, only to exit
to non-European platforms. In short, European capital
bears the early-stage risk, while US capital harvests the
returns of international scaling. While financially rational
for founders and investors, this dynamic progressively
shifts control over critical security layers email, identity,
cloud posture, OT visibility outside Europe.

Without the emergence of large, European-led conso-
lidators capable of executing similar platform strate-
gies, Europe risks remaining structurally dependent
on foreign-controlled security infrastructures, despite
strong regulatory and technological foundations.



SNAPSHOT —- KEY FIGURES
& TRANSACTIONS (2024-2026)

EUROPEAN CYBERSECURITY
AT A GLANCE

Market size (Europe, 2025):
~€70-75 billion

Share of global cybersecurity
spend: ~26%

Projected CAGR (2026-2033):
1M-13%

Number of vendors mapped
(2026): 800+ across 24 countries

Estimated talent gap (Europe):
300,000-350,000 cybersecurity
professionals

GROWTH HOTSPOTS

Italy: +23% YoY (2025)
Spain: +26% YoY (2025)

Germany: +14% YoY
(industrial & OT-driven)

CRITICAL REVENUE THRESHOLDS

€10m ARR: inflection point for
internationalisation

40% international revenue: typical

profile of mature European scale-ups

MAJOR TRANSACTIONS
IMPACTING EUROPE

Hornetsecurity - Proofpoint
($1.8bn)

Darktrace - Thoma Bravo
($5.3bn)

Tessian - Proofpoint
(undisclosed)

Google - Wiz
($32bn, pending EU decision)

Palo Alto Networks - CyberArk
($25bn)

ServiceNow = Armis ($7.75bn)

——

-
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Closer threat intelligence sha-
ring between government and
industry would also make a
material difference. The threat
picture is shared. The response
shouldn’t be fragmented.

A\

What is the single most important
issue or shift currently affecting your
cybersecurity field?

The threat landscape has professionalised.
The groups targeting organisations today,
whether nation-state actors or criminal enter-
prises, operate with structure, discipline, and
shared infrastructure. They iterate quickly, recy-
cle what works, and coordinate in ways that most
cyber defenders aren't built to match.

The stakes are real. Successful attacks disrupt
critical services, expose sensitive data, under-
mine public trust, and in some cases threaten
national infrastructure. The cost of getting this
wrong has never been higher.

The response has to match the threat. Cyber
defenders that rely on alerts and indicators alone
are always playing catch-up. What separates
effective programmes is the ability to understand
the adversary, their motivations, their methods,
and where they're likely to move next. Knowing
what's coming matters more than reacting to
what's already happened.

What key evolution do you expect
to have the greatest impact in your
domain over the next three years?

The pressure on organisations to demonstrate
genuine cyber resilience is going to intensify
significantly over the next three years. Regula-
tors, boards, and insurers are all asking harder
questions, and “we have the tools in place” is no
longer a sufficient answer.

That's going to force a maturity shift in how secu-
rity programmes are built and measured. Threat
intelligence will move from being a technical
input to a strategic one, something that informs
business decisions, not just workflows. Organisa-
tions that build that capability now will be signi-
ficantly better positioned as those expectations
become the norm.

From your perspective, where does
Europe stand today in your field
compared to other regions?

Europe has built a serious regulatory founda-
tion. NIS2, DORA, and the broader EU framework



represent genuinely ambitious thinking about
what secure digital infrastructure should look like.
That matters. Regulation shapes markets, and
Europe is setting a standard that other regions
are watching closely.

The opportunity now is on the vendor side. European
cybersecurity capability is stronger than its repu-
tation suggests. There are companies here doing
genuinely world-class work in threat intelligence,
detection, and response. The conditions for building
a competitive European cybersecurity industry exist.
What's needed is the confidence to back it.

The dependency on providers headquartered
elsewhere is a choice, not an inevitability. As geo-
political pressures sharpen and data sovereignty
moves up the agenda, European organisations
have both the incentive and the means to change
that. The foundation is there. This is a moment
to build on it.

What concrete action would most
help Europe progress in your
cybersecurity domain?

Procurement and investment decisions need to
reflect the strategic priorities Europe says it has.
There are capable European cybersecurity com-
panies that struggle to scale not because the
technology isn't there, but because the institutio-
nal support, public sector procurement, growth
capital, and coordinated policy, lags behind what
exists in the US or Israel. That's a solvable pro-
blem, and there are encouraging signs that appe-
tite is growing to solve it.

Europe's startup and scale-up ecosystem is
genuinely strong. The talent is here, the ideas
are here, and increasingly the ambition is here.
What's needed is the institutional backing to let
that ecosystem reach its potential rather than
watching promising companies either stall or get
acquired by non-European players before they
can make an impact.

Closer threat intelligence sharing between
government and industry would also make a
material difference. The threat picture is shared.
The response shouldn't be fragmented.

Europe has the expertise, the regulatory clarity, and
a growing ecosystem ready to deliver. The work
now is creating the conditions for that to scale.

1; EclecticlQ

Eclecticl@Q is the leading threat
intelligence platform born in
Europe, serving global enter-
prises and critical national
infrastructure. Our Al-embedded
platform improves workflows,
reduces analyst fatigue, and
empowers cyber defenders to
neutralize critical cyber threats
while maintaining data soverei-
gnty and regulatory compliance.
We help teams make smarter,
faster decisions with solutions
that reduce complexity and
streamline threat detection and
response.

Cody BARROW
CEO

Eclecticl@Q
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Interview
ADVENS

COMMUNITY
CONTRIBUTOR

Europe needs to close the

gap between its regulatory
ambition and its operational
capacity. We have some of the
most advanced cybersecurity
frameworks in the world.

A\~

How do you define the role of Service
Advisory players in today's European
cybersecurity ecosystem?

Service Advisory players are the connective tis-
sue of the cybersecurity ecosystem. They don't
just respond to incidents; they help organiza-
tions understand their exposure, make sense of a
fast-evolving threat landscape, and build strate-
gies that are actually implementable. But beyond
technical expertise, the most valuable thing an
advisory partner can offer is trust. In a context
where cyber threats are becoming more sophis-
ticated and regulations more demanding, orga-
nizations don't need vendors; they need trusted
partners who walk alongside them, challenge
their assumptions, and help them build resilience
from within. That is the relationship Advens has
always strived to build with its clients.

What key challenges do European
organizations face when structuring
their cybersecurity strategy?

The gap between awareness and action remains
the most persistent challenge. Most organizations
understand they are exposed; but translating that
awareness into a coherent, prioritized strategy is
where many struggle. This is compounded by a
shortage of skilled talent, increasing regulatory
complexity with frameworks like NIS2, DORA and
CRA, and the growing pressure to secure not just
IT environments but operational technology as
well. There is also a cultural dimension: cyber-
security is still too often perceived as a technical
problem rather than a business and governance
issue. Changing that framing is part of what a
trusted advisory partner does; not just once, but
continuously, as threats and organizations evolve
together.

From your perspective, where does
Europe still need to strengthen its
cybersecurity advisory capabilities?

Europe needs to close the gap between its regu-
latory ambition and its operational capacity.
We have some of the most advanced cyberse-
curity frameworks in the world, but not enough
organizations; especially mid-sized ones; have




access to the advisory expertise needed to trans-
late those frameworks into concrete actions. We
also need to move away from a transactional
model of cybersecurity services toward genuine,
long-term trusted partnerships. Threats don't
respect national boundaries, yet advisory ecosys-
tems remain largely fragmented along country
lines. Building shared methodologies, mutual
recognition of expertise, and truly European advi-
sory communities is where we still have signifi-
cant work to do.

How does your organization
differentiate itself in the Service
Advisory landscape?

Advens is a mission-driven company; we believe
that cybersecurity should serve people and
society, not just commercial interests. That
shapes everything we do, starting with how
we define our role: not as a provider, but as a
trusted partner embedded in our clients’ long-
term security journey. We combine deep techni-
cal expertise; including PDIS qualification from
ANSSI, CERT label from BSI and recognition
across European regulatory frameworks; with a
human-centered advisory approach that prio-
ritizes lasting resilience over short-term com-
pliance. Operating across France, Spain, Italy,
and Germany, we bring both local knowledge
and a genuinely European perspective. And as a
B-Corp certified organization, we hold ourselves
accountable to standards that go beyond the
bottom line; because trust, ultimately, is earned
through consistency and integrity.

covens

For cyber, people & planet

Advens is a European, inde-
pendent and outstanding leader
in cybersecurity. We are located
throughout France, Spain, Italy,
Germany as well as Quebec, and
Tahiti. Our mission is to protect,
24 hours a day, 365 days a year,
public and private organisations
which are increasingly dependent
on digital technology, and are
increasingly exposing their
resources to ever-more profes-
sional cyber attackers.

Benjamin LEROUX
Chief Marketing Officer

Advens



https://www.advens.com/en/
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COMMUNITY
CONTRIBUTOR

In the age of Al, identity must move
from visual trust to cryptographic trust.

A\~

Al-FORGED IDENTITIES: WHEN
“SEEING IS BELIEVING” NO LONGER WORKS

Identity has always been the foundation of any
Zero Trust architecture. If we cannot trust the
identity requesting access (human or machine)
then the entire security model collapses.

Artificial intelligence is now challenging this foun-
dation. With deepfake video, cloned voices, and
synthetic identities built from stolen and gene-
rated data, attackers can convincingly imperso-
nate employees, executives, or service providers.
These forged identities can manipulate helpdesks,
bypass onboarding processes, or even pass video-
based verification.

The challenge is that detection alone will not solve
the problem. Deepfake detection technologies
are already locked in a cat-and-mouse race with
generative Al. Security strategies must therefore
assume that a forged identity may occasionally
pass initial verification.

This is where Identity and Access Management
must evolve. Strong governance, least-privilege
policies, and privileged access controls ensure
that even if a fake identity enters the system, it
cannot automatically access critical resources.
Approval workflows, just-in-time privileges, and
full session monitoring significantly reduce the
potential impact of such attacks.

Looking forward, trusted digital identity frameworks
such as elDAS 2.0 and the EU Digital Identity Wallet
could strengthen IAM by introducing cryptographic
identity verification issued by trusted authorities.
Combining these state-backed identities with enter-
prise IAM may become a key pillar of future Zero
Trust strategies.

Because in the age of Al, identity must move from
visual trust to cryptographic trust.

walli

WALLIX (Euronext: ALLIX since
2015) is the European champion
of cybersecurity, helping orga-
nisations secure their critical
assets and shape their digital
sovereignty. Built on European
values of security and freedom,
WALLIX empowers its customers
to control their digital destiny
through efficient, simple and
cost-effective solutions.

\ J
Guido KRAFT
Field CISO

WALLIX
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REGIONAL
LENS: THE
NORDIC MODEL

The Nordic cybersecurity
ecosystem offers

a condensed view of
Europe’s possible future.

High digital maturity, early regulatory adoption,
and decisive private equity involvement have
enabled the emergence of pan-European plat-
forms in structurally critical domains.

Identity has become infrastructure rather
than a feature. Signicat's trajectory illustrates
how identity, trust services, and compliance
can be consolidated into a single, scalable
platform serving both private and public
sectors across borders. In parallel, Logpoint
demonstrates the convergence of SIEM, NDR,
and automation into unified SecOps plat-
forms, particularly attractive to MSSPs ser-
ving NIS2-regulated SMEs.

The region also highlights a structural shift
away from public markets. The take-private
of WithSecure reflects the difficulty of execu-
ting long-term industrial transformation under
public market pressure, reinforcing the role of
private capital as an architect of cybersecurity
consolidation.

The Nordic model is not universally replicable,
but it offers three transferable lessons: focus
on infrastructure layers, accept consolidation
as a strategy rather than a failure, and align
capital, regulation, and technology around
long-term resilience.

TECHNOLOGY
SHIFTS THAT RESHAPE
THE MAPPING

Artificial intelligence has
become the primary force
reshaping cybersecurity.

By 2026, up to 90% of Tier-1 SOC alerts are
handled through automated triage and enrich-
ment, redefining the role of human analysts
from operators to supervisors.

At the same time, security priorities are moving
down the stack. Firmware, embedded systems,
and OT environments are now prime targets,
elevating the strategic importance of European
expertise in industrial security. Cryptography
has entered a new phase, with post-quantum
readiness moving from research to procurement
planning for governments and critical infrastruc-
ture operators, and slated to become a regula-
tory mandate under the next version of NIS2.

As Al becomes a key enabler across all types of
IT-based activities, the impact of Al-enhanced
cyber attacks is becoming a major concern. Al
does not only expand the toolkit available to
hackers, but amplifies their potential impact: a
compromised Al system can wreak havoc. This
risk is compounded by the growing adoption of
robotics in industry, which widens the attack
surface of industrial environments. Connected
vehicles offer another illustration of these shifts
toward broader impact and the growing impor-
tance of embedded security.

These shifts explain why the Mapping increa-
singly clusters around identity, threat manage-
ment, OT security, Al and cryptography, while
standalone point solutions face growing pres-
sure to integrate or disappear.




CONSOLIDATION &
INFLECTION POINTS
(2024-2026)

— OCT 2024: Darktrace acquired by
Thoma Bravo ($5.3bn) - signal of
European public market underva-

luation

— MAR 2025: Google announces
$32bn acquisition of Wiz - trig-
gers unprecedented EU antitrust
scrutiny

— JUL 2025: Palo Alto Networks
announces acquisition of Cybe-
rArk ($25bn)

— OCT 2025: ServiceNow completes
acquisition of Armis ($7.75bn)

— DEC 2025: Proofpoint completes
acquisition of Hornetsecurity
($1.8bn)

This sequence marks a decisive accelera-
tion of platform-centric consolidation, with
direct consequences for European soverei-
gnty, procurement choices, and innovation
pathways.

STRATEGIC
TAKEAWAYS FOR
THE ECOSYSTEM

For CISOs and buyers, consolidation, inte-
roperability, regulatory alignment and
uncontrolled dependency sharp reduction,
are no longer optional. Vendor selection
increasingly implies long-term purchase
decisions.

For founders and scale-ups, scale is now
existential. Interoperability, capital effi-
ciency, and the ability to integrate into plat-
forms will determine survival.

For investors, value creation is shifting
decisively from tools to platforms. The win-
ners of the next cycle will be those capable
of sustaining long-term R&D and executing
cross-border consolidation.

For policymakers and institutions, the
challenge is no longer to stimulate inno-
vation, but to convert regulatory power
and public capital into durable industrial
leadership. We are not the first ones to
suggest this transition. The problem now
is essentially political: when do European
Institutions decide it's time no more to be
a spectator but take cybersecurity as the
key lever it is and embark on a real pro-in-
dependence policy ?

This Mapping translates these dynamics
into concrete actors and categories. It is not
a catalogue, but a decision tool.

S———




ANALYSIS
& DEEP DIVES

EUROPE'S CYBERSECURITY
ECOSYSTEM 2026

Density Achieved.
Consolidation Required.

The 2026 European
Cybersecurity Mapping
identifies 1,302 cyber-
security companies
across Europe. This

is not the full market.
Europe hosts more
vendors than those
mapped. But this
dataset is sufficiently
broad and structured
to reveal something
important: Europe

has achieved innova-
tion density.

What it has not yet achieved is industrial
concentration.

Compared to 2025, when 828 companies
were mapped, the ecosystem now shows a
60% expansion in coverage.

This growth reflects deeper scrutiny, broader
geographic inclusion, and improved ecosystem
visibility, more than a pure explosion of new
vendor creation.

The picture that emerges is nuanced. Europe's
cyber ecosystem is vibrant, mature, sovereign
and still fragmented.




GEOGRAPHY

The ranking of countries remains structurally
consistent.

France leads with 24.6% of mapped vendors, fol-
lowed by Germany at 13.5%, and the UK at 10.8%

The Netherlands (10.1%) and Switzerland (9%)
also nurture strong startup and scale-up envi-
ronments.

However, the UK's rise to third position reflects
improved scrutiny more than sudden expansion

Eastern Europe and the Nordics continue to
host several of the larger European cyberse-
curity players: ESET (Slovakia), Bitdefender
(Romania), WithSecure (Finland), Outpost24
(Sweden), Nord Security (Lithuania), Signicat
(Norway)

At the same time, six countries are clearly in
growth mode: Poland, Italy, Estonia, Spain,
Denmark, Finland, Sweden

Top Countries
SHARE OF MAPPED VENDORS

S

w
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Despite this broad distribution, one statistic
defines the structural issue:

Cross-Border Footprint
NUMBER OF OPERATING COUNTRIES

75.4% 11.3% 13.3%

g £ &
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v
Europe’s
cybersecurity

vendors remain
primarily national
players. The Single
Market has not yet
translated into a truly
unified cybersecurity
supply market.
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ANALYSIS
& DEEP DIVES

COMPANY AGE

COMPANY SIZE

For the first time, the Mapping integrates
company age as a structured variable and the
result is striking.

The size distribution reveals the ecosystem'’s
most persistent structural feature:

Company Age Company Size Profile
Distribution NUMBER OF EMPLOYEES
54 18%« 35% 424 27.6% 43.5% 16.6x 5.5 <5y
L
S o & o o o ) o
g & & & v £ F &P
g w o ¥ S S
) q/@? 5 5 © v

The main takeaway is clear: Nearly 71% of vendors have fewer than
50 employees.

Cybersecurity in Europe is no longer a nascent
sector. It is an almost mature trade. Less than 5% exceed 500 employees.
The rhythm of company creation is slowing.
The industry is stabilizing.

To put this in perspective:

— Palo Alto Networks: 16,000 employees
However, maturity does not automatically
translate into scale leadership. —  CrowdStrike: 10,400

Many European vendors are experienced. — SentinelOne: 2,800

Fewer have become continental or global
champions.

This employment gap explains much of
Europe's competitive imbalance.



Smaller companies face greater difficulty in:
— Sustaining R&D intensity
— Funding commercial expansion

— Supporting global enterprise sales
cycles

At a time when customers increasingly
demand broader platforms rather than niche
tools, this structural SME dominance becomes
a constraint.

CATEGORIES

The top three cybersecurity categories remain
unchanged compared to 2025:

Top Countries
TOP 3 CATEGORIES (PRIMARY ACTIVITY)

17.2% 171%  11.8%

These three domains dominate across the
five largest countries: France, Germany, UK,
Netherlands, Switzerland.

Threat Detection & Response

The historical backbone of cybersecurity from
firewalls to EDR, NDR, XDR, now enters a new
phase.

Al-based detection is reshuffling the lands-
cape. Recent valuation drops among major
US vendors suggest a transition phase in the
market.

The open question:

Will the next generation be pure Al players or
Al-enhanced cybersecurity specialists?

This shift may also increase the strategic
importance of Cyber Threat Intelligence ven-
dors, who provide the data feeding detection
systems.

Identity & Access Management

IAM now slightly exceeds Cloud & Data Security.

IAM underpins zero-trust architecture — for
both humans and machines.

It is also increasingly exposed to Al-forged
identities and deepfake-enabled intrusion.

Identity may become one of the most
contested battlegrounds of the next decade.

Vulnerability Management
Moving from one-shot scans to continuous
evaluation, attack surface monitoring, predic-

tive assessment, and supply-chain risk control.

This category is evolving toward integrated risk
intelligence rather than simple scanning.
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Cryptography

Cryptography jumps from 12th to 5th position
compared to 2025.

The pressure from quantum computing and the
“steal now, decrypt later” threat is accelerating
demand for post-quantum cryptography.

This is a strategic domain where Europe could
lead.

OT Security

Still young. The race has only begun.
Few established global “kings” exist.
The window remains open.

Al Security & Integrity

Still below 3% overall, but growing.

When refined by company size:
— 6.1% of 11-50 employee companies

— 5.3% of 2-10 employee companies
This clearly signals a new creation wave.
Al systems themselves are vulnerable.

Al is also becoming the primary vector of
attack and defense.

This dual role makes Al Security & Integrity
likely the next strategic hotspot.

EUROPEANISATION
Encouragingly, in many major categories more
than 25% of vendors operate in at least one

additional European country.

Growing at European scale is no longer outside
vendors' culture.

However, geographic presence does not equal
revenue scale.

The revenue gap remains dramatic:

Top Vendor
Revenue Gap
US VS EUROPE

Top 10 US vendors:

€33B total revenue

Top 9 European vendors:

€3.1B

Ratio:

10.69x

US vendors

grow faster
15% excluding M&A effects




FRAGMENTATION
Fragmentation remains the defining structural
issue. Consolidation is accelerating in the US:
Palo Alto, Google/Wiz, ServiceNow/Armis, Pro-
tect Al

Europe shows some M&A activity: Bitdefender/
Mesh, Outpost24/Infinipoint, Seclab/Seckiot.

But the rhythm is slower.
There are few paths beyond fragmentation:

The good news: the window is open.

reshuffle detec
European vendors
“me too” products an
for differentiation.

LEVER 3
Innovation

Unified capital mar|
more strategic exit re
are necessary to preven
mature external acquisitio

LEVER 2
Capital

Public and private pro-
curement policy must
better steer orders toward
scale-building.

LEVER1
Demand

WHAT COMES NEXT
The Mapping is more than a list.
It can serve:

— Vendors seeking peer visibility

— Investors scouting consolidation
targets

— Integrators mapping partnerships
— Buyers diversifying supply chains

— Analysts building independent Euro-
pean perspectives

Potential next steps:

— Creating category communities
— Deepening functional product analysis
— Measuring technological independence

— Providing a European analytical refe-
rence alternative to US consultancies

FINAL DIAGNOSIS

Europe's cybersecurity ecosystem is:
— Llarge
— Mature
—  Technically competent

— Geographically broad

—  Structurally fragmented

The next phase will not be defined by startup
creation. It will be defined by consolidation,
capital depth, and strategic coordination.

Europe has built
the forest.

It now needs
stronger trees.
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CESIN

While consolidation and plat-
formization will be necessary
in certain segments, European
organizations already have the
ability to build cybersecurity
architectures based entirely
on European solutions.

As the saying goes: where
there’s a will, there’s a way.

A\

THE ON-THE-GROUND REALITY
FOR LARGE ORGANIZATIONS

From the perspective of CESIN members;CISOs,
heads of cybersecurity, and senior cyber leaders;
cyberattacks remain both highly frequent and
increasingly impactful. According to the CESIN
Barometer 2026, attempted attacks continue at
scale, but there is a notable and encouraging
trend: year after year, the number of successful
and truly significant attacks is declining among
member organizations.

Today, CESIN represents more than 1,200
members, with over 800 organizations actively
contributing to the Barometer. This improvement
clearly demonstrates that the sustained human
and financial investments made by organizations
are paying off. As illustrated during the Paris
Olympic Games, cybersecurity can be effective
when it is approached seriously, collectively, and
in a coordinated manner.

This does not mean the threat is diminishing.
Cybercriminals are becoming more efficient, and
artificial intelligence is emerging as a powerful
amplifier of attack capabilities. At the same time,
however, cyber-defense systems are also benefi-
ting from Al. These solutions are widely endorsed
by CISOs; 88% consider them well adapted to
current challenges; and Al is increasingly used to
enhance detection, response, and overall effec-
tiveness.

CYBER TRANSFORMATIONS: FROM 2023 TO 2027

There is a clear "before and after” marked by
2022 and the arrival of generative Al. While Al
had already been used for years in cybersecurity;
particularly in monitoring and supervision tools;
the unprecedented speed at which generative Al
has been adopted has profoundly disrupted CISO
agendas.

Alongside Shadow IT, organizations are now
facing Shadow Al. Security teams must deal with
increasingly aggressive attack techniques, while
simultaneously securing Al systems themselves
as they are integrated into business processes.
The CESIN Barometer confirms this shift: in 2025,
the use of non-approved Al services became the
most critical behavioral risk within organizations.

Looking ahead to 2027, securing Al usage and
governance will be unavoidable challenges for
both large enterprises and public administrations.



EUROPE'S POSITION THROUGH
THE LENS OF USERS

Europe's dependency on foreign; and especially
American; technology providers has become a
growing concern for user organizations. This
issue has gained renewed urgency in the context
of geopolitical uncertainty and the unpredictabi-
lity of recent U.S. political decisions, with their
potential impact on the global economy.

In cybersecurity, however, the situation is more
nuanced than in IT overall. The market remains
highly fragmented, offering a wide range of
solutions, including European alternatives. In its
latest Cyber Panorama, CESIN, together with
Hexatrust, identified more than 320 cybersecu-
rity software solutions in France alone.

While consolidation and platformization will be
necessary in certain segments, European organi-
zations already have the ability to build cyberse-
curity architectures based entirely on European
solutions. As the saying goes: where there's a will,
there's a way.

STRENGTHENING THE EUROPEAN
CYBERSECURITY ECOSYSTEM

Europe has many strengths: high-level talent,
innovative solutions, and a sizeable market. Yet
scaling remains a major challenge. Cybersecu-
rity solutions are fragmented; and so is funding.
Investor risk appetite remains limited, slowing
down the emergence of European champions.

From a regulatory perspective, there is also a
lack of strong incentives to favor European solu-
tions, both in France and at the EU level. While
the European Parliament has begun to address
this issue, progress remains cautious and slow.
To truly shift mindsets; starting with public-sec-
tor procurement; Europe must now move faster
and more decisively.

CESIN (Club des Experts de la
Sécurité de I'Information et du
Numérique) is a French profes-
sional association dedicated to
information and digital security.
It brings together CISOs and
cybersecurity experts to share
knowledge, best practices, and
experience through plenary ses-
sions, working groups, thema-
tic communities, and an annual
congress. CESIN also conducts
regulatory and vulnerability
monitoring, and publishes white
papers and an annual cybersecu-
rity barometer for French organi-
zations.

Alain BOUILLE

General Delegate
CESIN



http://cesin.fr

24
(11}
o
>
L
=
<
O
i

EUROPEAN CYBERSECURITY MAPPING 2025

44

Interview
CAISSE DES DEPOTS

Cyber risk is now clearly
identified within organizations:
92% rank it among the top five
risks in their risk mapping,

and 90% ensure regular
monitoring at executive
committee level.

A\~

OBSERVED DEVELOPMENTS
AND POSITIVE SIGNALS

Over the past few years and as confirmed by the
latest CESIN Barometer we have observed a decline
in significant cyberattacks (40% in 2025 compared to
47% in 2024). However, when such attacks are suc-
cessful, their consequences and overall impact on
victims tend to be more severe.

Overall, efforts to improve cybersecurity levels
continue across large companies and public admi-
nistrations. As a result, the information systems
of more mature organizations have become more
resilient. That said, certain attack vectors remain
preferred entry points for threat actors: the human
factor (phishing, spear phishing, and smishing),
which accounts for 55% of incidents; unpatched
vulnerabilities (41%); and interconnections with
third parties (35%).

Caisse des Dépdts has not been immune to these
trends. Even though our cybersecurity maturity level
is high, we decided to intensify our phishing simu-
lation campaigns. We now conduct one exercise per
month, combined with targeted awareness sessions
for employees who clicked on phishing emails. Tech-
nical vulnerability levels and patching frequency are
now monitored monthly through a cybersecurity
dashboard shared with three members of the exe-
cutive committee: the Chief Operating Officer, the
Chief Risk Officer, and the Chief Executive Officer.

Finally, efforts to better control third-party cyber
risks have been strengthened. The implementation
of the Digital Operational Resilience Act (DORA)
in the banking and insurance sectors has further
raised contractual requirements and audit stan-
dards for outsourced service providers.

CYBERSECURITY, GOVERNANCE,
AND RISK MANAGEMENT

Cyber risk is now clearly identified within organiza-
tions: 92% rank it among the top five risks in their
risk mapping, and 90% ensure regular monitoring
at executive committee level. Depending on the
sector, cybersecurity may still be viewed primarily
through a technical lens within IT departments.

The most mature organizations or those subject to
regulatory requirements have chosen to position
cybersecurity governance within their risk mana-
gement functions. In these structures, while cyber
threat detection and response remain critical,
cyber risk mapping, controls, and reporting benefit
from methodologies and experience developed for
financial and other operational risks.



This governance model is the one implemented at
Caisse des Dépbts.

EUROPEAN POSITIONING
AND UPCOMING PRIORITIES

Geopolitical turbulence throughout 2025 has led
to increased awareness among policymakers and
business leaders in Europe of their technological
dependence on American solutions and, to a les-
ser extent, Israeli solutions, which is nonetheless an
important consideration in the cybersecurity domain.

Around two-thirds of companies surveyed by CESIN
report being concerned by issues related to digi-
tal sovereignty and trusted cloud solutions (63%).
At Caisse des Dépbts, the defense of sovereignty
was already one of the three strategic priorities set
by our new CEO, Olivier Sichel. In early 2026, he
launched a dedicated program Horizon Numérique
2030 to mobilize all group capabilities in order to
reduce the technological dependency of our infor-
mation systems, notably through the procurement
of sovereign solutions.

We also plan to increase our investment capacity
in European technologies via Bpifrance's Deep Tech
funds. Beyond the group itself, we are actively promo-
ting the Digital Resilience Index, which aims to objec-
tively measure sovereignty risk across eight dimen-
sions: strategic and geopolitical, economic and legal,
operational, security and continuity, environmental,
technological, data and Al, and supply chain.

It is our collective responsibility to foster the emer-
gence of innovative European solutions capable of
scaling and competing with global leaders.

KEY CYBER TRENDS AND THREATS

The main cyber threat trend observed in 2025 and
expected in the coming years stems from the faster
adoption of artificial intelligence by attacker groups
compared to cyber-defense teams. As a result, the
number of discovered vulnerabilities is increasing,
exploitation timelines are shortening, lateral move-
ment within victims' information systems is accele-
rating, and data exfiltration incidents are becoming
more frequent.

One of the key challenges in the coming semesters
will be to reduce this asymmetry by automating inci-
dent response across all large enterprises and public
administrations.

Caisse des Dépdts and its sub-
sidiaries constitute a state-
owned group providing long-
term investment at the service
of France’s public interest and
the country’s economic develop-
ment. It combines five areas of
expertise: social policy (pensions,
professional training, disability,
old age and health), asset mana-
gement, monitoring subsidia-
ries and strategic shareholdings
management, business financing
(with Bpifrance), and Banque des
Territoires.

Arnaud MARTIN

Director of Operational Risks
Group Risk Department

Caisse des Dépbts
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Al SECURITY AND INTEGRITY

' BY CATEGORY

Why Choose European Technology: As Al will percolate in all
domains, making sure Al systems are trustworthy is essen-
tial. Developing an European industry to achieve this objec-
tive is therefore also essential. European technology offers
a pathway to a strong economy and technological indepen-
dence. Furthermore, European providers champion ethical
Al aligned with EU principles, mitigating the risk of foreign
dependencies that could introduce vulnerabilities or ethical
concerns. Supporting them guarantees Europe's leadership in
Al innovation and compliance with strict privacy laws.

g Legend Short Pitch: As Al systems become widespread, so do their
% specific vulnerabilities: compromised training data, prompt
‘;L Q ECA MEMBERS injection, user interface corruption, and loss of control over
> autonomous agents. A new generation of tools is emerging
% @ DATA VERIFIED to counter these threats, safeguarding Al systems and data
& BY THE COMPANY integrity, and preventing adversarial attacks, biases, and
8 unauthorized manipulation.

2

Importance
for European
sovereignty: 10/10

Al technologies shape critical decisions across industries.
Ensuring their security, the integrity of data used to develop
the tools, and alignment with European ethical standards is
essential for strategic independence and trustworthiness.
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The Market
That Didn’t Exist
Three Years Ago

MARKET CONTEXT

Every organization is now an Al company, whether it
planned to be or not. Employees use ChatGPT, Claude,
NotebookLM, and other Al-powered tools to draft
emails, summarize documents, and write code. Business
units have built retrieval-augmented generation sys-
tems on corporate data without consulting IT. Develop-
ment teams integrate LLM APIls into customer-facing
products on timelines that leave security reviews as an
afterthought. This is the reality | encounter in advisory
engagements across Europe: Al adoption has outpaced
Al governance, and the security implications are only
beginning to surface.

EUROPE'S COMPETITIVE ADVANTAGE

The EU Al Act establishes a regulatory framework that
will shape this market for years. European vendors deve-
loping Al security tools understand the Act's risk classifi-
cation system, documentation requirements, and confor-
mity assessments better than US competitors often do.
This matters because enterprises deploying high-risk Al
systems need tooling that aligns with regulatory obli-
gations, not generic security controls retrofitted with Al
terminology.

The GDPR adds another layer. When LLMs process per-
sonal data, questions of lawful basis, data minimization,
and the right to erasure become thorny. European ven-
dors who have spent years building privacy-preserving
architectures understand these problems from first prin-
ciples, not as an export-market compliance exercise.

TECHNOLOGY EVOLUTION & TRENDS

The technology is evolving rapidly across several
domains. Prompt injection remains the signature vulne-
rability of LLM-powered applications, and defenses are
maturing from simple input filtering toward semantic
analysis and multi-layered validation. Data loss preven-
tion has gained new relevance; organizations need to
prevent sensitive information from leaking into model
prompts and training data. Runtime protection platforms
now monitor LLM behavior for anomalies, toxic outputs,
and policy violations. Al gateways sit between users and
models, enforcing access controls and logging interac-
tions for audit. Model supply chain security has emerged
as a concern following demonstrations of backdoored
models and poisoned training data. Each represents a
distinct product category, though vendors are beginning
to assemble broader platforms.

sKUppingercole

ANALYSTS

MARKET DYNAMICS

Market dynamics in Al security differ from those in
mature cybersecurity segments. The space is young
and fragmented, with venture funding continuing des-
pite broader tech-sector pullbacks. | track roughly forty
European vendors with credible Al security offerings,
though definitions remain contested and many are pivo-
ting from adjacent markets. Consolidation has begun.
F5's acquisition of Heyhack and Palo Alto's purchase of
Protect Al signal that platform vendors view Al security
as strategic. European start-ups with strong technology
but limited go-to-market reach are attractive acquisition
targets, particularly those with EU Al Act compliance
expertise built into their products.

FUTURE

The next two years will determine market structure.
Enterprises are moving from experimentation to produc-
tion Al deployments, and security requirements crys-
tallize as systems handle real data and real decisions.
| expect procurement to consolidate around vendors
who address multiple Al security domains, rather than
point solutions for individual attack vectors. European
vendors have a window of opportunity as the EU Al Act
compliance deadline approaches, and organizations seek
partners who understand the regulatory landscape.

Those who build strong reference customers in regulated
industries will have durable competitive positions. For
investors, the logic is simple: Al security is not optional,
the market is early, and European regulatory complexity
strongly favors local expertise. Vendors who solve the
compliance-plus-security problem will command pre-
mium valuations at exit.

Jonathan CARE
o e = Lead Analyst
- r KuppingerCole Analysts AG

For detailed analysis, see:
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https://www.kuppingercole.com/research/lc81042/generative-ai-defense
https://www.kuppingercole.com/research/wp81374/navigating-the-future-of-authentication-in-the-age-of-ai-and-deepfakes
https://www.kuppingercole.com/research/wp81374/navigating-the-future-of-authentication-in-the-age-of-ai-and-deepfakes
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Al SECURITY AND INTEGRITY (2/2)

International
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Interview
C ES | N KEY CYBER TRENDS AND THREATS

The key trends are clear in the CESIN 2026 Baro-
meter: threats are becoming more geopolitical,
more industrial, and more systemic.

We are seeing the emergence They are shifting toward the supply chain, relying
. . on the massive exploitation of vulnerabilities, and

of cybersecurity that is more accelerating with Al.

professional, more organized, Organizations are particularly exposed to non-so-

vereign cloud risks, poorly controlled third par-
ties, and increasing technological complexity.

W We are entering an era where cybersecurity is

no longer confined to the internal perimeter but
unfolds within a global, interconnected ecosys-
tem often outside direct control.

and more resilient.

POSITIVE SIGNALS AND MITIGATION CAPABILITIES

The CESIN 2026 Barometer sends very positive
signals: organizations are becoming better pre-
pared, better equipped, and more structured in
managing cyber risk.

They are making progress in detection, prevention,
and even response, with four out of five conside-
ring themselves ready to handle a major attack.

EUROPEAN CYBERSECURITY MAPPING 2025

They are also strengthening their control of
third-party risk: contractual clauses, security
questionnaires, audits, cyber-rating...

And above all, they are gaining maturity: better
visibility of assets, identification of the ‘crown
jewels,” more frequent crisis exercises. In short:
despite high levels of threat, mitigation capabili-
ties are clearly improving.

We are seeing the emergence of cybersecurity
that is more professional, more organized, and
more resilient. New regulations will also help
raise the bar and enable a more global approach
not only focused on ‘crown jewels.’

CHANGES IN THE ROLE OF
THE CISO AND INTERNAL POSTURE

Today, as explained in the WEF publication
Elevating Cybersecurity: Ensuring Strategic and
Sustainable Impact for CISOs, the role of the
CISO has fundamentally changed. We are no
longer just system guardians: we have become
central actors in corporate strategy, because
cybersecurity directly influences resilience,
trust, and an organization's ability to grow.
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The CISO no longer simply protects: the CISO
builds resilience. In a world where threats are
systemic, security is not a state it is a perma-
nent capacity to adapt, embedded in the organi-
zation's operations.

This transformation requires a deep shift in internal
posture: we must influence, build alliances, speak
the language of the business, and engage every
function in risk management. Cybersecurity beco-
mes a collective responsibility, a shared reflex.

Finally, the goal is no longer only to avoid crises:
it is to turn cybersecurity into an accelerator of
trust, innovation, and competitiveness. The orga-
nizations that will succeed are those that view
cyber not as a constraint but as a strategic asset.

CISOs in small and medium-sized organizations
need support to expand their skills, visibilityto
increase their impact.

TECHNOLOGICAL DEPENDENCIES
AND NON-EUROPEAN SUPPLIERS

Our technological dependence on non-European
suppliers has become a full-fledged strategic risk.
It is no longer just a cybersecurity issue: it is a
matter of sovereignty, business continuity, and
regulatory control.

Geopolitical fragmentation and globalized supply
chains create systemic vulnerability. Every tech-
nological dependency outside Europe exposes us
to extraterritorial laws, lack of transparency, and
loss of operational control.

The CESIN Barometer quantifies this reality:
organizations are deeply concerned about the
risks tied to non-European cloud providers,
extraterritoriality, and insufficient visibility on
subcontractors. Incidents involving third parties
are surging, and digital sovereignty is becoming a
priority for most companies.

The message is clear: resilience also depends on
our ability to manage and reduce technological
dependencies. Reducing risk, diversifying sup-
pliers, demanding transparency, and rebalancing
our ecosystem are now imperatives not options.
Several initiatives aiming to measure resilience
and technological autonomy are underway;
they must be tested and supported to properly
manage this risk.

CESIN (Club des Experts de la
Sécurité de I'Information et du
Numérique) is a French profes-
sional association dedicated to
information and digital security.
It brings together CISOs and
cybersecurity experts to share
knowledge, best practices, and
experience through plenary ses-
sions, working groups, thema-
tic communities, and an annual
congress. CESIN also conducts
regulatory and vulnerability
monitoring, and publishes white
papers and an annual cybersecu-
rity barometer for French organi-
zations.

Frank VAN CAENEGEM

Vice President
VP CESIN

Cybersecurity VP
& CISO EMEA

Schneider Electric
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APPLICATION SECURITY

‘ BY CATEGORY

Legend
(& ECAMEMBERS

&J DATAVERIFIED
BY THE COMPANY

Short Pitch: Applications are the top layer of the techno-
logy stack, sitting above infrastructure and base systems,
making them a primary target. Dedicated tools protect
applications from vulnerabilities throughout develop-
ment and deployment, ensuring secure functionality. They
prevent breaches from compromised websites or APls and
filter unauthorized Internet connections.

Why Choose European Technology: European compa-
nies deliver localized solutions that strictly adhere to EU
standards. This ensures no data leaks to non-compliant
jurisdictions, which is key to reinforcing Europe's strategic
autonomy and building trust in secure application deve-
lopment.

Importance
for European
sovereignty: 7/10

Importance for European sovereignty: 7/10 While impor-
tant for protecting software applications, the impact on
sovereignty is more indirect. However, reliance on foreign
tools could introduce risks like hidden vulnerabilities or
backdoors.




Securing Modern
Software Across

Its Full Development
and Runtime Lifecycle

MARKET CONTEXT

Application security is no longer a specialist topic
reserved for development teams or security engineers.
For most organizations, it has become a critical part of
understanding and managing operational risks. Modern
applications are built from loosely coupled components,
APIs, cloud services, and third-party code, all of which
change frequently. Vulnerabilities are no longer excep-
tional events but a predictable outcome of the scale
and speed of modern development.

Regulatory frameworks such as NIS2 and DORA reflect
this reality by explicitly linking secure software deve-
lopment and resilience to management responsibility. In
advisory conversations, application security now comes
up alongside business continuity, outsourcing risk, and
audit readiness.

EUROPE'S COMPETITIVE ADVANTAGE

European vendors typically approach the market from
a different angle than many global platform providers.
Compliance with GDPR, data residency requirements,
and sector-specific regulations is often built into pro-
duct design rather than added later. This is important
for application security because source code, logs, and
runtime telemetry may be processed or stored outside
production environments.

European vendors are generally clearer about where
data is handled and under which legal framework,
which simplifies procurement and risk assessments for
regulated businesses. While this does not automatically
translate into stronger functional capabilities, it often
results in solutions that fit better with how European
enterprises and public sector bodies operate. In the
end, this helps eliminate the false dichotomy of balan-
cing security and productivity that is often considered
one of the leading reasons for data breaches and other
cybersecurity incidents.

TECHNOLOGY EVOLUTION AND TRENDS

From a technological perspective, application security
today looks very different from what it did even a few
years ago. Static and dynamic testing are still part of
the picture, but they are no longer enough on their own.
Security controls are increasingly embedded directly
into CI/CD pipelines, developer environments, and run-
time platforms, where they can actually influence how
software is built and operated. Software composition
analysis has become table stakes, simply because most
applications now consist largely of open-source and
third-party components.

sKuUppingercole

ANALYSTS

API security, once treated as a separate problem, is
increasingly handled as part of application security pro-
per, which mirrors the shift of business logic into APls.
Al-assisted analysis is being used to help teams deal
with volume and prioritization, but it is not a silver bul-
let. In most organizations, skilled people are still needed
to evaluate specific risks and set priorities accordingly.

MARKET DYNAMICS

The application security market remains fragmented
and, at times, confusing for buyers. Large vendors
continue to bundle application security into broader
cloud, developer, or security platforms, often prioriti-
zing integration and coverage over depth. Hypersca-
ler-native tools work well within a single ecosystem but
tend to struggle in hybrid and multi-cloud environments
common in Europe.

European specialists usually focus on narrower problem
areas such as API security, vulnerability management, or
compliance-oriented reporting. Consolidation is happe-
ning, but mostly in small steps, with acquisitions aimed at
closing capability gaps rather than reshaping the market.

FUTURE

Regulations like the Cyber Resilience Act will increase
pressure on application security vendors to demons-
trate measurable risk reduction rather than just the
number of detections. Integrations with identity, cloud
security posture management, and software supply
chain controls will become stronger, even further blur-
ring the lines between cybersecurity disciplines.

Buyers will expect vendors to integrate into existing
workflows and to operate within strict data protection
constraints by design. Solutions that focus on well-de-
fined problems, provide transparent data handling
models, and scale through partnerships rather than
platform expansion are more likely to succeed. In prac-
tical terms, this will matter more than the number of
offered features over the coming years, particularly in
the European market.

For detailed analysis, see:

e ¥ Alexei BALAGANSKI
— e

b

Lead Analyst
KuppingerCole Analysts AG
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https://www.kuppingercole.com/research/lc80970/api-security-and-management
https://www.kuppingercole.com/research/lc80892/cloud-native-application-protection-platforms
https://www.kuppingercole.com/research/lc80896/web-application-and-api-protection
https://www.kuppingercole.com/research/an80825/vulnerability-management
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CLOUD AND DATA PROTECTION

. BY CATEGORY

Why Choose European Technology: European vendors not
only protect sensitive data from illicit access but also gua-
rantee it remains within EU jurisdictions, offering robust pro-
tection without exposure to foreign surveillance laws. This
empowers governments and businesses to maintain data
control and achieve core sovereignty objectives.

g Legend Short Pitch: The goal is simple: ensure data is protected from
% all risks whether from hacking, malice, negligence, system
‘;L Q ECA MEMBERS disruption, or failure. This is achieved by securing cloud envi-
> ronments and sensitive data through a suite of measures:
% @ DATA VERIFIED secure storage and backup, air-gapping, anonymization
& BY THE COMPANY (including encryption), rigorous access control, and com-
8 pliance measures.

2

Importance
for European
sovereignty: 10/10

Data sovereignty is a cornerstone of European independence.
Cloud solutions directly affect data privacy, compliance
(GDPR), and resilience against external control.
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Data Protection
and Cloud Resilience

MARKET CONTEXT

The EU cloud services market, estimated at over €80
billion and growing by 24% annually, is predominantly
dominated by US providers, claiming around 70% of the
market share. This expansion is poised to speed up with
the adoption of GenAl. While data protection is crucial,
cloud cyber resilience has become the primary concern.
Service outages, like the recent one from AWS, demons-
trate the significant impact on EU organizations.

A central sovereignty issue is governmental overreach,
especially in geopolitical conflicts, making cloud ser-
vices reliant on cross-border infrastructure particularly
vulnerable. This situation underscores the need to focus
on preventing lock-in and preparing exit strategies.

The EU GDPR and EU-U.S. Data Privacy Framework
partially address data protection. However, US laws like
the CLOUD Act allow the US government access to data
beyond its borders, straining trust in US-based cloud
services for EU organizations.

EU COMPETITIVE ADVANTAGE

These dynamics give EU-based cloud services a com-
petitive advantage, alongside tools mitigating risks
linked with non-EU cloud providers. Security and com-
pliance responsibility is split between the provider and
the customer. Many cloud-related incidents stem from
customers failing to establish adequate controls. EU
regulations like NIS2 and DORA require organizations
to enforce controls, but lack of standardization creates
lock-in issues.

TECHNOLOGY EVOLUTION AND TRENDS

Cloud services rely on proprietary technology for scala-
bility and automation, mostly owned by non-EU provi-
ders. OpenStack and SUSE stand as alternatives, but the
EU lacks prominent Saa$S options for office automation.

Technologies like identity and access management are
vital, as most cyberattacks begin with credential theft.
Encryption safeguards data at rest, yet key protection
is crucial. Pseudonymization allows for secure data sha-
ring, aligning with ENISA recommendations.

Data backup and recovery remain critical. Tools in this
domain prevent both lock-in and lock-out, with innova-
tions in backup formats enabling environment conver-
sion and immutability safeguarding against ransomware.

sKuUppingercole

ANALYSTS

MARKET DYNAMICS

The US-based hyperscale providers have embarked on
projects to deliver their cloud services in an EU-sove-
reign way. For example, by delivering the service from
an EU-owned and operated partner like Google and
S3NS. There are some EU-owned and operated cloud
laaS services led by OVHcloud in France. These still
account for less than 15% of the EU cloud market.

FUTURE

The EU has the knowledge and competence to provide
its own cloud technologies, but it is too late in the mar-
ket evolution to play catch up. The market for cloud ser-
vices in the EU will continue to be based on US techno-
logy stacks. These will be delivered through EU partners
for those market areas that demand the highest level
of sovereignty and are willing to pay the premium price.

The market in data protection add-on tools and services
will continue to grow in the areas of managed cloud ser-
vices, data protection, and compliance. This market for
laaS related security tools is consolidating into one for
platforms as opposed to point products.

The market for cyber resilience tools and services
around cloud services will grow strongly because of
the increasing dependence on these services as well as
the high levels of both economic and geopolitical cyber
threats.

£ Mike SMALL
- i

- Senior Analyst
KuppingerCole Analysts AG

For detailed analysis, see:

CNAPP
keadershio Comoass.Data Covernance
L rshi m - Enterpri r Man men

CIEM)
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https://www.kuppingercole.com/research/lc80892/cloud-native-application-protection-platforms-cnapp
https://www.kuppingercole.com/research/lc80892/cloud-native-application-protection-platforms-cnapp
https://www.kuppingercole.com/research/lc80868/cloud-backup-for-ai-enabled-cyber-resilience
https://www.kuppingercole.com/research/lc81210/data-governance
https://www.kuppingercole.com/research/lc80873/enterprise-secrets-management
https://www.kuppingercole.com/research/lc81103/cloud-infrastructure-entitlement-management-ciem
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AWARENESS & TRAINING PLATFORMS

‘ BY CATEGORY

Legend Short Pitch: Secure operations depend not just on robust

tools but also on high staff awareness and constant vigi-

Q ECA MEMBERS lance. These platforms, through training, security exercises,

and crisis simulations, raise cybersecurity awareness and

@ DATA VERIFIED equip employees to detect anda respond effectively to
BY THE COMPANY threats.

Why Choose European Technology: European awareness

platforms align training with EU-specific threats and regu-
latory requirements, delivering culturally relevant, localized
content to maximize organizational readiness.

Importance
for European
sovereignty: 7/10

Awareness and training are essential for resilience but have
a lower direct impact on sovereignty compared to technolo-
gies securing infrastructure or data.




Continuous Awareness
Programs for

a Regulation-Driven
Threat Landscape

MARKET CONTEXT

Security awareness training has moved beyond its origi-
nal role as a compliance exercise. Now it is increasingly
treated as a structural control to address one of the most
persistent weaknesses in security: human behavior. Even
organizations with mature technical defenses continue
to see phishing, social engineering, credential misuse
and accidental data exposure as primary attack vectors.

European regulation reinforces this development. NIS2,
DORA, and GDPR set expectations that organizations
manage staff-related security risks in a structured and
ongoing manner. As a result, traditional annual training
cycles are giving way to continuous awareness programs
and microlearning approaches. This trend is further
accelerated by Al-enabled phishing and impersonation
techniques, which increase the scale and sophistication
of malicious attacks.

EUROPEAN COMPETITIVE ADVANTAGES

European vendors rarely dominate this market in terms
of global presence, but they can compete on different
fundamentals. Their solutions are designed with pri-
vacy by default in mind. Conservative data collection,
transparent processing, and a practical interpretation of
GDPR Article 28 responsibilities are common. In regu-
lated industries, these qualities have become meaning-
ful selection criteria, amplified by broader discussions
around digital sovereignty.

Public sector organizations, financial institutions, and
critical infrastructures increasingly favor EU-based hos-
ting, as well as local operational presence and trans-
parent ownership. US vendors often provide broader
international coverage and more mature global rollout
capabilities, but European providers tend to perform
best where regulatory knowledge, cultural context, and
procurement realities matter most. This is especially
valid for multinational deployments, where content cove-
rage, analytics consistency, and cross-jurisdiction deli-
very remain a major challenge.

TECHNOLOGY EVOLUTION AND TRENDS

Most sensibilization platforms have long been SaaS-
based, but their architectures are evolving toward tigh-
ter integration, higher automation, and continuous deli-
very models. Security awareness tools are increasingly
connected to IAM, email security, governance, and HR
systems. Static content delivery is being replaced by a
contextual and event-driven approach, where observed
user behavior triggers targeted follow-up actions.

sKuUppingercole

ANALYSTS

This reflects a broader shift toward operational models
that treat human behavior as a measurable and mana-
geable risk factor. Al and machine learning are applied
cautiously, mainly to improve targeting, personalization,
and campaign effectiveness. Differentiation increasingly
depends on the ability to demonstrate auditable and
defensible behavioral impact. Metrics are moving away
from completion rates to prioritization, risk reduction,
and maturity assessment across defined behavior cate-
gories. Microlearning formats continue to gain traction
as part of continuous reinforcement strategies.

MARKET DYNAMICS

The market remains fragmented. Pure-play awareness
vendors coexist with broader security, compliance, and
governance platforms that include training as one com-
ponent of a larger suite. Buyers often balance depth
and behavioral effectiveness against the convenience of
bundled offerings, especially where training is driven by
compliance or GDPR requirements. Phishing simulations
and baseline training typically serve as entry points, fol-
lowed by role-specific and risk-adaptive programs.

Build-versus-buy decisions frequently result in hybrid
approaches. Organizations may rely on external platforms for
orchestration, measurement, and reporting while retaining
control over internally developed, culture-specific content.
For smaller vendors, realistic exit strategies are more often
tied to acquisition than to independent global expansion.

FUTURE

Over the next several years, security awareness plat-
forms are likely to become more tightly integrated with
enterprise risk management and identity-centric secu-
rity architectures. The central challenge will be demons-
trating measurable risk reduction without eroding
employee trust or violating privacy expectations. Buyers
will increasingly look for evidence of sustained behavio-
ral change rather than just participation metrics.

As European regulations extend security expectations
across a wider range of organizations, vendors must
combine regulatory credibility with strong integration
capabilities. Long-term success will depend less on
feature breadth and more on measurable impact, inte-
roperability, and the ability to maintain trust with both
employees and regulators.

Kai BOSCHERT

Senior Advisor
& Deputy CISO

KuppingerCole Analysts AG

For detailed analysis, see:
Advisory Note: rity for the Agile |T
Blog. Training Nonztechies.on Cvborsecurity Awareness



https://www.kuppingercole.com/research/an82008/security-for-the-agile-it-bridging-devsecops-nhi-management-pam-ciem-and-more
https://www.kuppingercole.com/blog/kuppinger/training-non-techies-on-cybersecurity-awareness
https://www.kuppingercole.com/blog/balaganski/cybersecurity-awareness-are-we-doing-enough
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Short Pitch: As code development grows in complexity,
incorporating third-party components and Al-aided tools,
code verification is now mandatory. These tools analyze
source code for vulnerabilities, bugs, and compliance
issues, ensuring a secure development lifecycle.

Why Choose European Technology: European providers
focus on transparency and compliance, aligning security
practices with EU norms. Supporting them mitigates the
risks of international dependency and directly enhances
Europe's cybersecurity independence.

Importance
for European
sovereignty: 8/10

Secure software development is vital for ensuring no hid-
den backdoors or vulnerabilities are introduced, particu-
larly for critical applications in sensitive industries.




Keeping Software
Secure Even When
Code Writes Itself

MARKET CONTEXT

In modern software development, source code analysis
is increasingly part of how organizations manage risk
across the entire development lifecycle. Applications
are assembled from custom code, open-source com-
ponents, and infrastructure definitions, often developed
by distributed teams under time pressure. Now, code
checking is expected to provide continuous assurance
rather than episodic review.

Regulatory initiatives like the Cyber Resilience Act
strongly emphasize secure development, transparency,
and the ability to demonstrate due diligence. Code
checking can produce evidence about how the software
is built, what it contains, and how risks are identified,
prioritized, and addressed. It has become integral com-
ponent of governance, auditability, and digital resilience.

EUROPE'S COMPETITIVE ADVANTAGE

European providers in this space tend to focus on open
formats, explainable findings, and deployment models
that allow organizations to retain control over source
code and analysis metadata. For many enterprises, espe-
cially in regulated sectors, this approach reduces friction
during procurement and internal risk assessments.

EU vendors often position code analysis as part of
broader governance frameworks. Rather than focusing
solely on detecting issues, tools emphasize auditability,
ownership, and traceability across development stages
and teams. This aligns well with customer expectations
around accountability and long-term maintenance.

TECHNOLOGY EVOLUTION AND TRENDS

Traditional static analysis remains important, but it is
now complemented by software composition analysis,
secret detection, infrastructure-as-code checks, and
Software Bill of Materials (SBOM) processing. These
capabilities increasingly fall under the umbrella of sof-
tware supply chain security, reflecting the reality that
many critical risks originate from dependencies rather
than their own code.

A newer factor is the rapid rise of “vibe coding,” where
developers use Al-assisted platforms to generate appli-
cations quickly, without a substantial understanding of
how the resulting code works or what dependencies it
introduces. While this approach accelerates develop-
ment, it also increases the likelihood of hidden flaws,
unsafe defaults, missing security controls, and poorly
understood transitive dependencies. Recent incidents
with vibe-coded apps shipped with massive security
gaps illustrate that speed does not remove the need for
testing, vulnerability analysis, or code review.

sKUppingercoie

ANALYSTS

As a result, modern tools must assume less developer
insight and compensate with stronger automated ins-
pection, contextual validation, and policy enforcement.
This applies not only to human-written code, but also to
code produced by Al systems and embedded into pro-
jects through automated pipelines.

MARKET DYNAMICS

The market for code checking tools remains fragmented.
Some vendors focus narrowly on code analysis, while
others position themselves as broader platforms cove-
ring build integrity, dependency management, and policy
enforcement. This gives buyers flexibility, but it also
creates a risk of overlapping tools that generate large
volumes of findings without improving decision-making.

In Europe, buyers often prioritize interoperability and
deployment control over comprehensive platform cove-
rage. Tools that integrate cleanly with existing develop-
ment environments and security processes tend to gain
more traction than those that replace entire systems.

FUTURE

Code checking is likely to focus more on the ability to
show what was checked, when, and with what outcome
rather than the quantity of checks themselves. SBOMs,
lifecycle-wide visibility, contextual prioritization, and
policy-driven validation will play a larger role, especially
in regulated industries. The growth of vibe coding only
reinforces this direction.

Al-generated code must still meet the same security,
quality, and compliance requirements as traditionally
developed software. Future tools will need to extend
existing governance frameworks to cover these deve-
lopment platforms, treating them as part of the sof-
tware supply chain. They become even more important
as assumptions about developer intent and expertise
become less reliable.

e . Alexei BALAGANSKI
— e

b

Lead Analyst
KuppingerCole Analysts AG

For detailed analysis, see:
Sof } o ) .
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Interview
RED ALERT LABS

COMMUNITY
CONTRIBUTOR

Europe should accelerate
harmonised standards and
practical implementation gui-
dance so manufacturers can
move from “policy” to repea-
table workflows, testing
paths, and evidence packs.

A\~

What is the most important signal, trend,
or risk you are currently observing in your
cybersecurity domain?

The strongest signal right now is that cybersecurity
for connected products is becoming a market access
requirement, not an optional engineering add-on.
The risk is no longer only “being attacked”, it is being
unable to demonstrate control over vulnerabilities,
updates, and supply-chain exposure when customers
or authorities ask for proof. In practice, this means
“cybersecurity” is increasingly evaluated through
evidence - SBOMs, vulnerability handling processes,
secure update capability, and incident responsive-
ness - turning compliance-grade lifecycle governance
into a prerequisite for procurement, certification, and
regulatory acceptance.

In your specific field, what does Europe do
well; and where is improvement urgently
needed?

Europe's strength is clear, structured regulation that
pushes industry toward measurable security out-
comes. The CRA is a major step because it anchors
security-by-design and lifecycle obligations for pro-
ducts with digital elements, including expectations
around vulnerability handling and updates.

The weakness is execution at scale. Many teams still
face fragmented tooling, inconsistent interpretations
across countries and schemes, and slow time-to-evi-
dence. That friction will become more visible as CRA
obligations drive more audits, documentation, and
readiness checks.



What single priority should Europe address
to strengthen its position in your domain?

One priority, make CRA compliance operational and
scalable. Europe should accelerate harmonised stan-
dards and practical implementation guidance so
manufacturers can move from “policy” to repeatable
workflows, testing paths, and evidence packs. If CRA
becomes easy to implement consistently across the
single market, Europe strengthens both security and
competitiveness.

@ RED ALERT LABS

Red Alert Labs is an international
cybersecurity lab specializing in
loT security. They offer innovative
consulting, evaluation, and certi-
fication services for loT products,
processes, and services, cove-
ring the entire spectrum from
chip to cloud. Their Al-driven
innovation, CyberPass, is a SaaS
platform that equips enterprises
with a cost-effective and scalable
solution to assess and manage
the cybersecurity compliance of
connected products. Let’s get
you read for the Cyber Resilience
Act (CRA).

Roland ATOUI
Managing Director

Red Alert Labs
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Interview
GITGUARDIAN

COMMUNITY
CONTRIBUTOR

We must address the Al
security gap urgently.

As organizations deploy
autonomous Al agents
creating millions of new non-
human identities, Euro-
pean vendors should lead

in securing them, particu-
larly given our Al governance
frameworks.

A\

How do you define the role of cybersecu-
rity software vendors in today’s European
cybersecurity ecosystem?

European cybersecurity vendors play a dual role: deli-
vering world-class security solutions that compete
globally while strengthening Europe's digital sove-
reignty. This means building technologies that pro-
tect against evolving threats while operating within
frameworks that respect European values around data
privacy and regulatory compliance.

We also serve as an innovation engine. With less ven-
ture capital than U.S. or Israeli ecosystems, European
vendors must be exceptionally innovative, talented,
and focused.

What key challenges do European organi-
zations face when selecting and deploying
cybersecurity solutions?

The primary challenge is navigating complex, overlap-
ping regulations, NIS2, DORA, GDPR, the Cyber Resi-
lience Act, with different timelines. This creates para-
lysis where compliance becomes a checkbox exercise
rather than meaningful risk reduction. Organizations
don't know where to start.

Second, there's a procurement bias toward U.S. ven-
dors, even when European alternatives exist. CISOs
often perceive American solutions as more mature
simply because those ecosystems have been funded
more aggressively. Unfortunately, that also applies to
some large European enterprises. They will prefer to
buy established solutions from US vendors because
they feel like it's a “safe” choice. This means Euro-
pean vendors must work harder both in the US and
Europe to demonstrate the same level of credibility,
even when their technology is far superior.

Finally, organizations are drowning in alerts from frag-
mented point solutions. They need integrated platforms
that reduce complexity and automate remediation wit-
hout requiring large security teams.

From your perspective, where does Europe
still need to strengthen its technological
capabilities in cybersecurity?

We must address the Al security gap urgently. As
organizations deploy autonomous Al agents creating
millions of new non-human identities, European ven-
dors should lead in securing them, particularly given
our Al governance frameworks.

We also need more category-defining companies with
global scale. This requires aggressive international
expansion, particularly into North America.



European founders often underestimate the impor-
tance of establishing U.S. presence early.

How does GitGuardian differentiate itself
in the competitive cybersecurity software
landscape?

GitGuardian focuses exclusively on securing non-hu-
man identities and secrets, a problem most vendors
treat as secondary. While competitors build broad plat-
forms, we've invested seven years becoming the world's
leading solution for secrets security, reflected in our #1
position on GitHub globally with 550,000+ developers
using our tools.

Our differentiation comes from comprehensive detection
(code, collaboration tools, Al agent workspaces), intelligent
prioritization that eliminates alert fatigue, and remedia-
tion orchestration connecting detection to action. We face
Microsoft, GitHub, and Wiz, but they approach secrets as
one feature among many. We detect exposures they miss
and have the lowest false-positive rate in the market.

Our European heritage is also strategic. We can hire
excellent engineers in Europe and we understand com-
pliance natively. Yet we compete globally: 70% of our
revenue comes from North America, proving European
technology can win when the product excels.

How does your solution contribute
to strengthening European digital
sovereignty and resilience?

GitGuardian addresses a fundamental sovereignty
question: who controls the credentials granting access
to Europe's most sensitive systems? By helping orga-
nizations discover, govern, and protect these creden-
tials, we reduce risks from both malicious breaches and
unauthorized access.

We enable compliance with European regulations
through continuous monitoring and full audit trails for
NIS2, DORA resilience testing for financial institutions,
and GDPR breach prevention. As a French-founded
company with R&D in Europe, we give organizations
a sovereign alternative that understands their regula-
tory context and won't be subject to foreign govern-
ment data requests.

Finally, we support European competitiveness in Al
deployment. Organizations cannot adopt Al agents
safely without securing secrets and credentials. Each
agent needs credentials to access data. By providing
governance infrastructure that makes Al adoption
secure, we enable European companies to innovate
confidently without compromising values or security.

@ GitGuardian

GitGuardian protects the enter-
prises against leaked secrets
and mismanaged identities. As
you know, exposed secrets are
exploited in more than 80% of
today’s breaches. We are the
developer wingman at every step
of the development life cycle and
we enable security teams with
automated vulnerability detec-
tion and remediation. We strive
to develop a true collaborative
Non-Human Identity security
platform including Secrets Secu-
rity, NHI Governance and Al
Agents security.

Eric FOURRIER
Co-Founder & CEO

GitGuardian
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CRYPTOGRAPHY
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Short Pitch: Cryptography provides the essential encryption
solutions for secure and confidential data storage, proces-
sing, and communication. However, the landscape is shifting
rapidly. Quantum computers will soon be able to break clas-
sical encryption, introducing a “steal now, decrypt tomorrow”
threat for sensitive, long-term data. Quantum Proof Crypto-
graphy (QPC) is already necessary to prepare for this transi-
tion, and regulators are moving to phase out classical algo-
rithms.

Why Choose European Technology: New cryptography will
be a key component of data protection and communication
security. EU-based cryptographic solutions adhere to strict
privacy standards, avoiding vulnerabilities coming from
foreign legislation. Using European vendors reinforces trust,
ensures GDPR compliance, and strengthens Europe's auto-
nomy in critical security infrastructure. Crucially, European
researchers, vendors, and integrators possess remarkable
expertise in the field of QPC.

Importance

for European
sovereignty: 10/10

Cryptography underpins the security of all digital communi-
cations. Control over encryption technologies is fundamental
to European sovereignty and independence from foreign sur-
veillance.




Protecting Digital
Trust in a Highly
Regulated
Post-Quantum World

MARKET CONTEXT

Cryptography provides a secure foundation for nearly
every digital system. It powers sensitive communica-
tions, identity verification, data protection, and software
integrity, yet remains almost invisible to end users. As
digital infrastructures become more open and inter-
connected, cryptography has evolved from a technical
concern into a matter of strategic risk management.

Growing awareness of quantum computing has ampli-
fied this shift. Even before practical quantum com-
puters exist, malicious actors are already collecting
encrypted data today with the expectation that it can
be decrypted once quantum-capable systems become
available. This “harvest now, decrypt later” risk makes
long-term data confidentiality a current concern rather
than a future one. Regulations like GDPR, NIS2, and
DORA implicitly require strong cryptographic controls,
even if they lack specific recommendations for imple-
menting them. Cryptography is therefore an area where
failure is not immediately visible, but the consequences
could be catastrophic.

EUROPE'S COMPETITIVE ADVANTAGE

Europe has a long-standing and often underestimated
strength in cryptographic research and engineering.
European vendors and academics alike have played
a major role in the development and evaluation of
modern, post-quantum cryptographic algorithms. They
also usually have a much stronger focus on data pro-
tection, privacy, and transparency, driven by both ethi-
cal considerations and regulatory expectations.

Maintaining data residency, enforcing strict control
over key material, and preventing extraterritorial expo-
sure are considered design prerequisites, not optional
features. For governments, critical infrastructures, and
regulated industries, this alignment is essential. Control
over cryptographic technologies is therefore closely
tied to European digital sovereignty, arguably more than
in any other security domain.

TECHNOLOGY EVOLUTION AND TRENDS

Modern cryptography is undergoing a slow but profound
transition. Classical public key algorithms remain widely
used, but the industry has largely accepted that they are
insufficient in the long term. Post-quantum cryptography
is moving from theory into early implementations and
migrations, even though reliable quantum computers are
not yet available. This shift has brought cryptographic agi-
lity into focus as a core architectural requirement. Future
systems must be able to replace algorithms, parameters,
and protocols without disruptive redesigns, something
many existing deployments are not prepared for.

sKuppingercole

ANALYSTS

At the same time, cryptography is becoming more
tightly integrated into security architectures, including
key management, hardware security modules, secure
enclaves, and identity systems. Phishing-resistant
authentication methods based on cryptographic pri-
mitives are also gaining importance. Despite increased
automation and abstraction, cryptography remains
unforgiving when implemented incorrectly (which
continues to be a reality for many businesses).

MARKET DYNAMICS

The cryptography market remains fragmented and dif-
ficult to assess. Large technology providers embed
cryptographic capabilities deep into operating systems,
cloud platforms, and hardware, often limiting visibility
and choice. Specialized vendors focus on individual areas
such as key management, hardware security modules, or
post-quantum cryptography, but their solutions are often
very technical and overlooked by mainstream buyers.

In Europe, smaller niche vendors play a strong role in
high-assurance and government-mandated use cases.
Market consolidation is limited by national security and
certification requirements. While this can frustrate buyers
looking for platform solutions, it also supports cryptogra-
phic agility and reduces dependency on single vendors.

FUTURE

Cryptography should be evaluated based on prepared-
ness rather than immediate return on investment. Orga-
nizations will be expected to show that their cryptogra-
phic architectures can evolve to address post-quantum
migration requirements and long-term confidentiality
concerns. Cryptographic agility will be a deciding fac-
tor, not just the choice of available algorithms.

Solutions must support algorithm replacement, provide
migration paths without significant downtime, and inte-
grate with existing IAM and application security archi-
tectures. Transparency around implementation choices,
certification status, and jurisdictional exposure will
matter more than claims of cryptographic strength. In
cryptography, trust is slow to build, easy to lose, and
rarely forgiven once broken.

e ®. Alexei BALAGANSKI

=i E Lead Analyst

KuppingerCole Analysts AG

For detailed analysis, see:
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Interview
HEXATRUST

The consolidation of European
forces could be built at the
condition of developing finan-
cing consolidation and growth
operations through European
funds on one side and develo-
ping joint procurement mecha-
nisms at the European level

to enable scaling across the
continent on the other side.

AN~

What are the perspectives for
the European cyber and cloud market?

Digital technology has no borders, but it does have
an identity and rules. The distinctiveness of trusted
European digital technology is based on both pillars:
secure-by-design and privacy-by-design principles;
something we can be proud of. The standards we
must collectively apply such as GDPR, NIS 2 Direc-
tive, Cyber Resilience Act, Cybersecurity Act, CAIDA,
EUCS are European regulations. Digital strategy must
therefore be approached at the scale of the European
continent in order to promote a consolidated and
mature Digital Single Market and to meet the digital
needs of 450 million European citizens.

It is under these conditions that representative Euro-
pean champions in cybersecurity and tech will be able
to emerge. All the initiatives led by ECA, Hexatrust,
Forum INCYBER, and KuppingerCole are essential to
building this path forward. The objective is to create
an EU tech reference framework independent from
Gartner and non-European (particularly U.S.) analysts,
one that would take into account European specifici-
ties in its evaluation criteria.

How does Hexatrust see the evolution
of cybersecurity needs and the market
in France and beyond?

Hexatrust represents more than 160 French or Euro-
pean entities, which together generate approximately
€15 billion in revenue. If we look at the capability offe-
ring we represent; or the one mapped in the Cyber
Panorama we developed in partnership with CESIN
based on the NIST framework; we are pleased to see
that we cover the needs of the French cybersecurity
market. We are also able to address the broader Euro-
pean market, as a number of our members are already
established across Europe.

With your experience leading an
association that brings together

a significant number of software
vendors, what would help accelerate
the consolidation of European forces?

The consolidation of European forces could be built
at the condition of developing financing consolidation
and growth operations through European funds on
one side and developing joint procurement mecha-
nisms at the European level to enable scaling across
the continent on the other side.




After much hesitation, French public authorities (less
clearly elsewhere in Europe for now) seem willing to
act through the lever of public procurement; and pri-
vate procurement where possible. What is your view?
A flash in the pan, or genuine commitment?

Public procurement has never been so positively fra-
med in rhetoric. It is encouraging to hear that Euro-
pean preference is no longer taboo. Henna Virkkunen
highlights the risks of instrumentalizing our digi-
tal dependencies and reminds us that our competi-
tiveness and security require us to reduce reliance
on third-country technologies. Similarly, Stéphane
Séjourné, through his call for “"Made in Europe,” unam-
biguously defends European preference. The objective
is to use public procurement as a lever to secure our
value chains and strengthen our industrial autonomy.

However, when it comes to concrete action, the situa-
tion is more uncertain. For example, regarding digital
platforms, projects supported by France 2030 were
not selected; under a DARPA-style logic; to address
ministerial needs. Concerning EUCS, once again the
outlook is not favorable for France. Europe is still not
assuming that our “privacy by design” model should
be applied in and out of Europe, despite the resistance
of our allies in the United States.

In any case, for more than 10 years Hexatrust has
consistently advocated for digital resilience built upon
a strong and mobilized European cybersecurity and
cloud industrial sector. This is why we officially contri-
buted to the consultation on the revision of the Euro-
pean public procurement framework last January and
we will be committed throughout the whole process of
revision of the public procurement directive in 2026.

Finally, | advocate for a digital renewal consisting of
doubling the investments we make each year in Euro-
pean companies in order to generate €690 billion over
the next decade and create 500,000 jobs in Europe.

Hexatrust, the group of French
and European champions in
cybersecurity and trusted cloud.

Hexatrust is a non-profit associa-
tion (loi 1901) that brings together
and unites French and European
champions in cybersecurity, trus-
ted cloud, and digital workplace.

Hexatrust member companies are
start-ups, SMEs, and mid-sized
enterprises, including software
publishers, solution providers,
and service companies at the cut-
ting edge of technology and inno-
vation; the finest French gems in
cybersecurity and trusted cloud.

Jean-Noél DE GALZAIN
President

Hexatrust
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CYBER GOVERNANCE
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Short Pitch: Cybersecurity extends beyond tools; it is
fundamentally dependent on management commitment,
staff engagement, clear rules aligned with business pro-
cesses, and organizational agility. EU regulations like NIS2
mandate clear accountability. Governance systems are
designed to help organizations define and manage cyber-
security policies, ensure compliance, conduct risk assess-
ments, and support strategic decision-making.

Why Choose European Technology: European providers
deliver solutions specifically tailored to the EU's legal
landscape, ensuring full compliance with data protection
laws. This allows governments and companies to maintain
decisive control over their security policies and strategic
decision-making.

Importance

for European
sovereignty: 10/10

Strong governance frameworks ensure that Europe's
cybersecurity strategies are aligned with its regulations
and strategic goals, reducing dependence on external
standards or guidance.




Ensuring
Cyber Resilience

MARKET CONTEXT

Cybersecurity threats are prevalent, requiring all orga-
nizations to address them. In 2025, major European
companies like Jaguar Land Rover faced cyberattacks,
causing significant disruptions and financial losses.
Cyber governance involves leadership, policies, and
processes to manage these risks in a business-aligned
manner. The NIS2 directive mandates cyber risk mana-
gement as a board-level obligation, while DORA creates
a unified resilience regime for the financial sector, focu-
sing on risk lifecycle functions such as identification,
protection, detection, response, recovery, learning, and
communication, integrating governance into operatio-
nal resilience.

Unlike the US NIST Cybersecurity Framework, NIS2
specifies what organizations must implement but not
how. Many EU organizations utilize ISO/IEC 27001:2022
for structured information security management, fos-
tering governance and risk management. This opens
the market to diverse frameworks, platforms, and tools
that define accountability, manage risk, demonstrate
compliance, and support cyber governance. These tools
include Governance, Risk & Compliance (GRC) Plat-
forms, Risk Assessment Tools, Identity Governance, and
Administration (IGA) systems, supported by security
event monitoring and vulnerability assessment tools.

EUROPEAN COMPETITIVE ADVANTAGES

The EU excels in consulting services around cyber
governance and tool configuration, identifying, mana-
ging, and governing real cyber-risks. EU vendors assist
in building processes and configuring tools for EU-spe-
cific obligations, including governance accountability,
evidence trails, incident reporting, and risk manage-
ment under NIS2 and DORA. DORA's scrutiny of ICT
concentration risk and oversight of third-party pro-
viders increases demand for risk tooling compatible
with EU regulations, offering tailored features meeting
supervisory expectations. EU organizations prefer sup-
pliers within EU jurisdiction, aligning with NIS2's varying
national implementations.

ENISA plays a key role in shaping EU cybersecurity
practices, issuing guidance for EU policy and regulation.
EU vendors closely follow ENISA publications to update
templates, control mappings, and reporting structures
as needed.

TECHNOLOGY EVOLUTION & TRENDS

Traditionally based on quarterly reviews, modern gover-
nance requires near-real-time compliance and risk
management assurance. Consequently, governance
platforms now offer continuous monitoring and auto-
mated control testing.

sKUppingercoie

ANALYSTS

Cloud services, often non-EU, have reshaped gover-
nance, introducing new risks and new security tools
like Cloud Security Posture Management (CSPM), Data
Security Posture Management (DSPM), and SaaS Secu-
rity Posture Management (SSPM). Governance for Gene-
rative Al (GenAl) is also emerging. Supply chain and
third-party governance are essential, driven by NIS2 and
DORA's focus on ICT third-party risk management.

Challenges include aligning security spending with
cyber risk. Traditional control lists and scorecards,
along with simplistic risk measurements like CVSS
scores, fall short. Risk quantification models and tools
have emerged to measure risks financially.

Cyber Risk Quantification (CRQ) evaluates cyber risks
financially, aiding data-driven cybersecurity investment
decisions. It uses statistical methods to assess the like-
lihood and impact of cyber incidents using internal and
external data, translating risks into monetary values to
align security posture with business goals. CRQ com-
plements Continuous Threat Exposure Management
(CTEM), which prioritizes exploitable exposure identifi-
cation to enhance technical security.

FUTURE

Future cyber governance will emphasize continuous,
measurable, regulator-aligned assurance, requiring
organizations to demonstrate the effectiveness of poli-
cies and controls across systems, clouds, and third-
party networks. NIS2, DORA, and ENISA guidance push
EU cyber governance beyond checkbox compliance
toward operational resilience and accountability.

Integrated with technology management, cyber gover-
nance will encompass asset visibility, secure configura-
tion, incident readiness, and recovery. DORA formalizes
this model for financial services. Moving toward quan-
tified risk assessments will justify cybersecurity invest-
ments and effective risk management.

£ Mike SMALL
— —

o Senior Analyst
Blog: Strong Authentication in g Post- ntum Worl

Blog: Quantum Computing Horizons in Cvbersecurity



https://www.kuppingercole.com/research/lc80873/enterprise-secrets-management
https://www.kuppingercole.com/blog/balaganski/strong-authentication-in-a-post-quantum-world
https://www.kuppingercole.com/blog/balaganski/quantum-computing-horizons-in-cybersecurity
https://www.kuppingercole.com/research/lc81103/cloud-infrastructure-entitlement-management-ciem
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Want to add your company or
update your company information?
You can do it directly via our data portal:

| cybermapping.european-champions.ord



https://cybermapping.european-champions.org
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EMAIL SECURITY
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Short Pitch: Email security aims to protect systems from
common threats like phishing, spam, malware, and unautho-
rized access. This domain is rapidly evolving with the emer-
gence of Al-aided attacks, even as the security technology
itself benefits from Al capabilities. Industry trends also show
Threat Management solutions integrating the email vector
into their core functions.

Why Choose European Technology: European providers prio-
ritize privacy and sovereignty by strictly operating within
GDPR-compliant frameworks. This guarantees secure com-
munication, free from risks associated with third-country
laws, and strengthens Europe's control over its digital com-
munication channels.

Importance
for European
sovereignty: 8/10

Email remains a key vector for phishing, stealing credentials
and cyberattacks. European solutions reduce exposure to
foreign surveillance or data processing laws, safeguarding
sensitive communications.




The Universal Door
That Must Be Secured

MARKET CONTEXT

Email is the gift that keeps giving for cybercriminals.
What other IT system provides threat actors with unfet-
tered access to users at enterprises around the world
for essentially no cost? In addition, because of its ease
of use, openness, and flexibility — email will carry text
in any language, file attachments of any type, and links
to any website — it directly helps cybercriminals deploy
ransomware, conduct espionage, lift account logins,
and steal intellectual property.

Email has thus become a key tool in most attacks. In
fact, the Verizon DBIR report for 2025 notes that ~60%
of all breaches included some form of human interac-
tion, typically via email. It thus follows that email secu-
rity is of the utmost importance and has earned its
position as a core security control for all organizations.
While NIS2, DORA, GDPR and other EU regulations don't
specifically address email security, because of its pre-
valence as an attack vector, it is very much in scope
for them.

EUROPE’'S COMPETITIVE ADVANTAGE

The criticality of strong email security can also be
demonstrated by the sheer number of security vendors
that provide it. In the most recent KuppingerCole Lea-
dership Compass on email security, 49 vendors were
highlighted that provide various forms of email secu-
rity. Four vendors covered in this report have a primarily
European focus, namely: Mailinblack, Xorlab, SpamTi-
tan, and Retarus. These vendors are of specific interest
for organizations requiring data sovereignty as they
emphasize GDPR/NIS2 regulatory compliance by design
and provide data residency within EU data centers.

MARKET DYNAMICS

All email security vendors fall into 1 of 4 categories:
Vendors that provide built-in email security as part
of the email service itself, namely Microsoft 365 and
Google Workspace, Vendors of Secure Email Gateways
(SEGs) that inspect inbound and outbound mail via
an independent cloud service, Integrated Cloud Email
Security (ICES) systems that connect via APIs to the
cloud-based email platforms, and finally, Supplemen-
tary Email Security Services that provide encryption, file
sandboxing, browser isolation and other email-centric
services as extensions to email security systems.

sKUppingercoie

ANALYSTS

TECHNICAL EVOLUTION AND TRENDS

Among the notable trends with email security systems
is the increasing reliance on Al-based analytics. Ven-
dors are integrating Al to enhance threat detection,
enabling more precise identification of phishing and
BEC attacks. This trend reflects the need for solutions
capable of analyzing vast volumes of data to efficiently
distinguish between legitimate and malicious emails.
There is also a marked shift towards providing multi-
channel security solutions. As businesses extend their
communication systems to include Microsoft Teams,
Slack, and Zoom, many email security vendors have
expanded their protections to encompass these com-
munications applications as well. DLP integration wit-
hin email security systems is also gaining traction as
businesses seek to improve their prevention of sensitive
data leakage.

For the roughly 50% of organizations that go beyond
using the built-in security of Microsoft 365 and Goo-
gle Workspace, a handful of vendors own most of the
market, with the remaining dozens sharing the rest.
As demand continues to grow, driven by the evolving
nature of cyber threats, | anticipate continued innova-
tion and accelerated vendor consolidation. New entrants
are introducing pioneering techniques and established
players are likely to engage in strategic acquisitions to
enhance their portfolios.

FUTURE

European-focused vendors have the continued oppor-
tunity to provide email security centric services that
strike the right balance between security for the enter-
prise, regulatory compliance, and privacy for the indivi-
dual employee. The focus remains clear: providing com-
prehensive and adaptive email security that protects
against sophisticated threats while facilitating safe and
efficient communication. For as long as email remains
a primary communication “door”, email security will
continue to be a critical control.

T 7T Matthew GARDINER
=

_.i;'J Fellow Analyst

-

S

Leadership Compass: Email Security
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https://www.kuppingercole.com/research/lc80888/email-security
https://www.kuppingercole.com/research/bc81013/email-security
https://www.kuppingercole.com/research/lc81103/cloud-infrastructure-entitlement-management-ciem
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Want to add your company or
update your company information?

You can do it directly via our data portal:

gvbermappingevropean-champions.org
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I n te rvi ew DIGITAL TRUST: THE INVESTMENT OPPORTUNITY

DEFINING TOMORROW'S ECONOMY

igital h db d li . Itis beco-
TRUST VALLEY ing 8 decisve compatitive advantage and 8 St

ral pillar of the global economy.

The digital economy already represents roughly
u 15-17% of global GDP, exceeding USD 16 trillion in
value according to OECD and World Economic Forum
analyses. This value must be protected. At the same

Trust is no Ionger defensive; time, cyber risk is intensifying: over 90% of large orga-
nizations have adjusted their cybersecurity strategies
it shapes who wins contracts in response to geopolitical volatility. The expansion of
digital activity without corresponding trust infrastruc-
and builds durable alliances. ture creates systemic vulnerability.

W Trust Valley was created by EPFL to address precisely
this gap. Every transaction, data exchange, and digital

interaction depends on trust. Yet many organizations
still operate with fragmented security and gover-
nance models. Digital trust provides the integrated
framework that enables secure scale.

Switzerland offers a uniquely strong environment for
building trusted digital solutions. Ranked first glo-
bally in innovation by the Global Innovation Index, the
country combines political neutrality, regulatory pre-
dictability, and institutional stability. Trust Valley leve-
rages this environment to connect startups, enter-
prises, investors, and public actors around a shared
ambition: making trust operational at scale.

EUROPEAN CYBERSECURITY MAPPING 2025

Digital trust is compelling for investment and growth
in three ways.

First, growth acceleration. Trust increasingly
influences revenue. Enterprises select vendors based
on demonstrable security, governance, and transpa-
rency. Startups that embed resilience from day one
close partnerships faster. Talent gravitates toward
organizations that treat cybersecurity and data res-
ponsibility as strategic priorities. Trust is no longer
defensive; it shapes who wins contracts and builds
durable alliances.

Second, ecosystem dynamics. Trust does not scale in
isolation. Trust Valley brings together startups, cor-
porates, investors, and public institutions within a
structured environment. Collaboration reduces frag-
mentation and accelerates adoption. Anchored in
Switzerland and founded by EPFL with strong public
and private partners, the ecosystem combines scien-
tific depth with institutional credibility. This matters
when companies expand across borders and operate
in increasingly regulated environments.

Third, a mindset shift. Traditional cybersecurity

focuses on preventing loss. Digital trust goes further:

it designs systems that enable transactions, interna-

tional expansion, and long-term confidence. This dis-
100 tinction changes capital allocation.



Investors are funding not only tools that block threats,
but infrastructure that allows the digital economy to
grow securely. As trust becomes foundational, sus-
tained investment follows.

Trust Valley positions itself as an execution-oriented
platform. Since inception, it has supported more than
250 startups and innovation projects in cybersecurity
and digital trust. Portfolio companies have collectively
raised over CHF 400 million, demonstrating that trus-
ted technology is scalable and globally relevant.

Its structured programs; Tech4Trust, Trust Village
incubators, Trust4dSMEs, and international GovTech
initiatives; connect research, innovation, capital, and
enterprise demand within one coherent framework. A
key barrier to adoption is not technical capability but
strategic understanding. Many boards still treat trust
as a compliance topic rather than a growth lever. Trust
Valley translates technical complexity into business
language and demonstrates measurable return on
investment through practical case examples.

The beneficiaries of digital trust extend across the
ecosystem.

Solution providers gain from structural demand
expansion as organizations seek integrated, resilient
systems rather than isolated tools. Enterprises stren-
gthen resilience, reduce regulatory friction, and rein-
force stakeholder confidence. In a context of geopoli-
tical fragmentation, trusted infrastructure becomes a
strategic asset enabling cross-border growth.

Investors access a high-growth segment aligned with
regulatory momentum and structural digitalization.
Early-stage cybersecurity innovators, system integra-
tors, and advisory platforms represent scalable oppor-
tunities. At the systemic level, higher trust standards
reduce collective risk and increase economic stability
through positive network effects.

The key message is clear: digital trust is not emerging;
it is foundational. The strategic question is whether
organizations approach it proactively within a coordi-
nated ecosystem or react after incidents occur.

In a world defined by geopolitical volatility, rising
cybercrime, and regulatory complexity, trusted digi-
tal infrastructure underpins sovereignty, competi-
tiveness, and sustainable growth. Digital trust is one
of the defining structural investment themes of the
coming decade. Those who align early will help shape
tomorrow's markets.

TRUST &
VALLEY

Ensuring Safe Digital Growth

The Trust Valley is a public-pri-
vate partnership aimed at pro-
moting the excellence of the Lake
Geneva region in the field of digi-
tal trust and cybersecurity.

Public authorities, academic ins-
titutions and economic players
are joining forces to promote
this unique centre of expertise
and encourage the emergence of
innovative projects.

Lennig PEDRON
CEO

Trust Valley
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Short Pitch: With the rise of mobile devices, extended
enterprises, and remote working, an increasing number of
IT system accesses originate from user endpoints. These
devices must be protected from cyber threats, spyware, and
embedded malware to ensure safe network access. Modern
tools increasingly leverage Al and automated processes to
detect malicious attempts, including zero-day attacks.

Why Choose European Technology: European vendors offer
solutions specifically tailored to local privacy regulations
and sovereignty concerns. This ensures safe, compliant,
and independent endpoint protection for both businesses
and governments.

Importance
for European
sovereignty: 10/10

Endpoint protection is a key part of Threat management.
It is therefore a decisive element of zero trust and abi-
lity to stop attacks including zero day ones. Dependence
on foreign endpoint solutions, however, can still introduce
vulnerabilities.




Threat Containment
Starts on the Endpoint

MARKET CONTEXT

Every endpoint represents an entry point for attackers
and has effectively become the new network perimeter.
Breaches, ransomware attacks, and account takeovers
frequently start on laptops, servers, mobile devices,
and Internet of Things (loT) devices. The General Data
Protection Regulation (GDPR), Network and Information
Security Directive 2 (NIS2), Digital Operational Resi-
lience Act (DORA), and Artificial Intelligence Act (Al
Act) make endpoint security a board-level topic.

EUROPEAN COMPETITIVE ADVANTAGES

European endpoint security vendors have a competi-
tive advantage because they tend to build for EU digital
sovereignty and regulatory compliance and work colla-
boratively in regional clusters. Privacy by design shapes
telemetry collection, retention, and admin access. Many
provide EU data centers, EU support teams, and speci-
fic support for compliance with GDPR Article 28. They
also enable customers to keep logs and incident data
inside the EU and to meet NIS2 and DORA demands
for evidence that controls are in place and to limit the
impact of cyber incidents. The Electronic Identifica-
tion, Authentication and Trust Services 2.0 (elDAS 2.0)
regulation ensures that endpoints have cryptographi-
cally verifiable identities, while the Cyber Resilience Act
(CRA) rewards secure software supply chains, which are
being increasingly targeted by attackers.

TECHNOLOGY EVOLUTION & TRENDS

Endpoint security is moving from signature scanning
to behavior-focused prevention and recovery. Endpoint
Protection Platforms (EPP) and Endpoint Detection and
Response (EDR) systems continue to converge into
Endpoint Protection Detection and Response (EPDR).
Agents collect more runtime signals and enforce policy
locally. Central consoles run as SaaS and expose secured
Application Programming Interfaces (APIs). Integration
with Security Incident and Event Management (SIEM)
and Security Orchestration, Automation, and Response
(SOAR) systems is another trend aimed at improving
reporting and case handling. Vendors are increasingly
adding automation to contain incidents quickly, limit
impact, and shorten recovery time by isolating compro-
mised endpoints, restoring endpoints to a known good
state, and forcing credential resets. Machine Learning
(ML) improves detection for fileless attacks and living-
off-the-land activity, while Generative Artificial Intelli-
gence (GenAl) is being used to support analyst work-
flows, fine-tune policies, and summarize investigations.

sKuppingercole

ANALYSTS

MARKET DYNAMICS

The European endpoint security market is mature yet
crowded. Platform vendors drive standardization on
a single agent for cost control and audits. Mergers
and acquisitions favor add-on acquisitions in threat
research, device management, and response automa-
tion. Many CISOs choose “buy” over “build” due to NIS2
timelines and talent gaps. Adoption follows a “lift and
shift" pattern from legacy antivirus to EPDR, leading
to tighter links with SIEM and identity. Startups win by
solving a specific endpoint problem well, strict EU resi-
dency, and transparent support locations, ownership,
and data flows. But growth demands global expansion.

FUTURE

Over the next 24 to 36 months, | expect the way Euro-
pean organizations manage and secure their endpoint
devices will align tightly with identity controls and
reporting rules under NIS2. The Al Act will pressure
vendors to explain model use and oversight. The CRA
will push deeper checks for firmware integrity and
signed updates. DORA audits will also raise expec-
tations for evidence, testing, and continuity. Buyers
should demand EU data residency, test recovery, and
validate GDPR Article 28 clauses. Investors should favor
vendors that can translate EU regulations into product
design and market messaging and can sell and support
through partners in multiple European markets. Ven-
dors should plan early for expansion beyond the home
market, plus building cross-border support.

ﬁ Warwick ASHFORD

- .
- Senior Analyst
KuppingerCole Analysts AG

For detailed analysis, see:

Ye £ iDL p ool . B
(ERDR)
Whitepaper NIS2 Starts with Securelv Managed Endpoints



https://www.kuppingercole.com/research/lc81117/endpoint-protection-detection-response-epdr
https://www.kuppingercole.com/research/lc81117/endpoint-protection-detection-response-epdr
https://www.kuppingercole.com/research/lc81117/endpoint-protection-detection-response-epdr
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Want to add your company or
update your company information?

n do it directly via our data portal:
Wmmmm



https://cybermapping.european-champions.org

I nte rVi ew Can you present your organization,

its objectives and achievements?

D|G‘TA LLEAD We strengthen Danish ICT companies and digital

businesses by connecting entrepreneurs, companies,

and researchers in a strong network. Through events,

collaborations, and joint projects, we turn digital inno-

1l vation into growth, with a focus on green, efficient,

1l and secure digital solutions that boost competitive-
ness and address societal challenges.

Europe’s cybersecurity You have kindly supported the setup

would benefit from stronger of the ECA European Cybersecurity

. ) ) Vendors Mapping: can you tell us why?
coordination, faster innova-

DigitalLead supports the ECA European Cybersecurity
Vendors Mapping as it increases visibility and market

tion-to-market pathways,

and greater VISIbI'Ity of access for European cybersecurity vendors, especially
SMEs and scale-ups. It helps Danish companies scale
European solutions. beyond national markets and strengthens European
cybersecurity value chains through cross-border col-
W laboration, aligning with DigitalLead's mission to pro-
mote innovation, competitiveness, and trusted Euro-

pean technologies.

Is cybersecurity an important issue
in your national context?

EUROPEAN CYBERSECURITY MAPPING 2025

Cybersecurity is a strategic priority in Denmark and
closely linked to digital competitiveness, resilience,
and trust. As one of Europe's most digitalized coun-
tries, Denmark creates significant value through
digital technologies but also faces increased cyber
threats. Consequently, cybersecurity is no longer seen
as a purely technical issue, but as a core business and
leadership concern that impacts operations, com-
pliance, reputation, and long-term competitiveness,
in line with European regulations such as NIS2, the
Cyber Resilience Act, and GDPR.

How could you present the
local cybersecurity industry
(vendors, service providers)?

The Danish cybersecurity landscape is dominated
by specialized vendors focusing on niches like iden-
tity management, OT/ICS security, threat detection,
and privacy technologies. This makes them valuable
partners in European value chains, even as SMEs or
scale-ups. DigitalLead acts as a neutral innovation
platform, connecting vendors, users, researchers, and
public stakeholders, supporting innovation projects,
matchmaking, and user-driven solution development.
It also contributes to national coordination, including
operating the Danish National Coordination Centre
(NCC-DK) with CenSec.
108



In your opinion, what could Europe
do better regarding cybersecurity?

Europe's cybersecurity would benefit from stronger
coordination, faster innovation-to-market pathways,
and greater visibility of European solutions. Frag-
mentation across countries, clusters, and regulations
limits collective capacity. Supporting adoption espe-
cially for SMEs and critical infrastructure requires
not just regulation, but innovation support, testing
environments, and accessto trusted European tech-
nologies. Strengthening digital sovereignty demands a
balanced focus on technology, market access, intero-
perability, and partnerships..

For your own organization, how
far are you taking part in or promoting
joint European initiatives?

DigitalLead actively promotes joint European initia-
tives by connecting Danish cybersecurity companies
to European networks, partnerships, and funding
opportunities.

We work to position Danish vendors within broader
European value chains and encourage collaboration
across borders, sectors, and disciplines. By suppor-
ting European mappings, joint innovation projects, and
cross-national partnerships, DigitalLead contributes
to building a stronger and more coherent European
cybersecurity ecosystem based on shared values,
trust, and competitiveness.

DigitallLead

DigitalLead is Denmark’s natio-
nal cluster for digital technolo-
gies and serves as a focal point
for digital innovation - both for
companies that develop digital
solutions, as well as for other
sectors that need innovative
digital solutions.

DigitalLead thus constitutes a
unique platform for innovation
and growth in the interaction
between business, research and
educational institutions, public
authorities and citizens.



http://digitallead.dk
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IDENTITY AND ACCESS MANAGEMENT (IAM)
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Short Pitch: Identity and the ability to define and manage
access rights is a cornerstone of security. Identity has
become a prime target for criminals, who are increasingly
using Al to forge identities. IAM systems manage user
identities and access permissions, adapting to this new
threat landscape. They are crucial for ensuring secure and
authorized access, especially as more IT systems migrate
to the Cloud.

Why Choose European Technology: European IAM provi-
ders guarantee that sensitive access credentials remain
secure and compliant with EU regulations, such as eI DAS2.
Supporting these technologies reduces dependency on
external solutions and significantly enhances trust in
European digital identity frameworks.

Importance

for European
sovereignty: 10/10

IAM systems control access to sensitive data and
infrastructure. A loss of control over these systems could
severely impact sovereignty, making European solutions
essential.




Identity at the Core:

The Foundation of
Cybersecurity, Governance
and Digital Trust

MARKET CONTEXT

Improper identity and credential management maintains
the leading role as a root cause in roughly one-fifth to
over one-half of data breaches, and its role is even grea-
ter when considering access and escalation issues. As
an advisor, | see relevant regulations driving the need for
strong identity governance and administration to ensure
compliance. This makes IAM the key foundation of cyber-
security across the workforce, cloud, SaaS, APls, DevOps,
and third-party access.

EUROPEAN COMPETITIVE ADVANTAGES

European vendors in the 1AM space benefit from their
specific positioning. Their strong traditional presence
in regulated industries like finance and healthcare gives
them firsthand experience with EU regulations like the
Digital Operational Resilience Act (DORA) and Network
and Information Security Directive 2 (NIS2). Their abi-
lity to handle and store personal data in Europe ensures
strong General Data Protection Regulation (GDPR) com-
pliance and supports digital sovereignty.

Trusted decentralized identities issued by governments
or banks in the Netherlands and Nordic European coun-
tries drive pioneering IAM innovations, like decentralized
identities and digital wallets. This gives European vendors
unique positioning and expertise in addressing regulatory
and industry-specific requirements within IAM, including
privileged, administrative access and the wave of new
types of non-human identities.

TECHNOLOGY EVOLUTION & TRENDS

| observe a structural transformation away from mono-
lithic 1AM stacks, isolated point solutions, and organiza-
tional silos. This move is driven by architectural modula-
rization, automation, Al, and APIs as the glue connecting
components and capabilities. Organizations are embra-
cing Identity Fabrics, enabling greater scalability, compo-
sability, and orchestration across heterogeneous identity
systems. This shift aligns with increasingly distributed IT
environments and multi-cloud strategies.

Non-Human Identities (NHIs) are no longer hype. Agents,
workloads, machines, and containers are rapidly beco-
ming crucial innovation enablers for any organization due
to APlIs, loT, and emerging agentic Al. Maintaining visi-
bility, managing lifecycles, providing just-in-time least
privilege access, in-session analytics, and automation are
essential to impose control and governance.

| see dynamic authorization evolving through Al-driven,
context-aware decision-making. Real-time signals and
continuous evaluation enable adaptive enforcement
models that integrate authorization with detection and
response, which makes fine-grained policy-based access
control (PBAC) a core Zero Trust enabler. Passive authenti-
cation will further establish identity as a core security layer.

sKuppingercole

ANALYSTS

MARKET DYNAMICS

The IAM market is characterized by a multitude of spe-
cialized and emerging vendors alongside established
IAM providers, each catering to different facets of iden-
tity management. As such, it is fragmented yet evolving
towards consolidation.

This is particularly evident in Consumer Identity and Access
Management (CIAM), where niche players create innova-
tive solutions. | expect consolidation to happen, especially
for NHI vendors as strategic acquisition targets for 1AM,
PAM, secrets management, and DevOps platform vendors.

Similarly, modernization will make traditional IGA vendors
consider acquiring cloud-native challengers to expand
their solutions.

FUTURE

| expect the IAM market to transform significantly in the
next 2-3 years: orchestration will emerge as the control
plane, decoupling logic from systems. The EU Digital Iden-
tity Wallet will accelerate decentralized identity. Al will
drive autonomous identity at scale, extending governance
to non-human and Al-driven identities.

Investors should look at enabling technologies instead of
full IAM stacks. As the market consolidates, orchestration
layers, non-human identity management, policy engines,
and identity security components are expected to be
prime acquisition targets, possibly as soon as 2026.

Buyers should focus on architectural flexibility, poli-
cy-based authorization, and the convergence of IAM with
security operations, rather than niche features. Decentra-
lized credentials and strong governance for machine and
Al agent identities will be essential.

For vendors to succeed, faster modularization and auto-
mation are key. | consider integrating orchestration and
Al-driven governance essential. European vendors will
increasingly combine this with meeting regulatory stan-
dards and addressing digital sovereignty.

Matthias REINWARTH
IAM Practice Director

i%w. KuppingerCole Analysts AG

For detailed analysis, see:

Leadership Compass |dentity Fabrics

—_— g, —

CIAM



https://www.kuppingercole.com/research/lc80893/identity-fabrics
https://www.kuppingercole.com/research/lc80974/non-human-identity-management
https://www.kuppingercole.com/research?f=leadershipcompass
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Interview
PAC

In the general context of

the software and IT services
markets, the cybersecurity
segment occupies a strategic
and essential place.

A\~

For nearly 50 years, PAC has established itself as a
leading strategy and marketing specialist for players
in the digital, IT services and software sectors. Its
European coverage is virtually complete in terms of
analysis, and its network of subsidiaries (France, Ger-
many, UK, Romania) and partners (ltaly, Spain, Nor-
thern Europe, etc.) enables it to provide dedicated
services in most of the markets it covers.

PAC's DNA is very similar to that of ECA: a culture
deeply rooted in Europe: respecting the diversity of
countries, methodologies adapted to European spe-
cificities, prestigious references among major Euro-
pean groups, but also numerous SMEs and mid-cap
companies in their ecosystems. It also shares a desire
to contribute to the emergence of European cham-
pions, which has been achieved in the IT Services sec-
tor with Capgemini, Atos, T-Systems, etc., which are
among or close to the top 10 worldwide.

In the general context of the software and IT ser-
vices markets, the cybersecurity segment occupies
a strategic and essential place. Along with artificial
intelligence and data analytics, it is also a very dyna-
mic sector, characterized by the creation of numerous
companies, start-ups, scale-ups, etc., alongside glo-
bal leaders, most of which originate from the North
American market.

The emergence of European leaders in these fields is
a key factor, not only for the future of the software/
IT services industry, but also for ensuring the sove-
reignty of European businesses and administrations.
This is why the “Cyber mapping” initiative, success-
fully launched by ECA a few years ago, is important
and should serve as a basis for action plans suppor-
ting an independent strategy for our continent.

According to PAC, the European software and IT ser-
vices market related to cybersecurity will be worth
almost €45 billion in 2025, representing more than
10% of a total market estimated at nearly €400 billion.
By 2029, European cybersecurity could reach €65 bil-
lion, with average annual growth of 10%, which is 5
to 8 points above IT spending growth, and then will
represent more than 13% of the total market.




What will be the drivers of
this very dynamic growth?

They will be of various kinds:

Demand from large users will remain strong, but the
main driver will be small and medium-sized enter-
prises, which have been relatively inactive until now
but are becoming increasingly aware of the risks invol-
ved and the need for reliable solutions. At the same
time, outsourcing to specialised external players will
grow. Many user companies will be less and less able
to handle increasingly sophisticated applications and
tools on their own.

A host of new regulations from the European Union
and local governments will force customers and sup-
pliers to increase their investments or migrate from
existing solutions. These include, in particular the
NIS2 directives, the DORA law and the Cyber Resi-
lience Act (CRA). Most of these regulations have a
significant impact on applications, infrastructures and
information systems governance.

This will result in a boom in this market segment over
the next few years, with repositioning, new oppor-
tunities, etc. In this context, it is important that the
many European companies involved in cybersecurity
markets seek to reach critical thresholds by relying on
powerful investors, contributing to mergers, moving
towards successful partnerships and innovating.

We are convinced that the existence of this ECA map-
ping will contribute to raising awareness and bringing
about positive developments for European cybersecu-
rity activities.

Pierre Audoin Consultants (PAC)
was born out of a vision — entre-
preneur Pierre Audoin’s vision of
a market research and consulting
firm that would help businesses
navigate the ever-changing
technology landscape. Since its
inception in 1976 in Paris, PAC
has grown to become a trusted
source of market intelligence
and strategic guidance in the IT
sector.

il

Daniella CAMPBELL

CEO
PAC GROUP

Jean-Francois PERRET

Associate Director
PAC GROUP
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2026

FRAUD PREVENTION AND DETECTION

. BY CATEGORY

fraud detection solutions tailored to EU-specific challenges
and regulations. Their localized expertise enhances both trust
and compliance, allowing businesses to securely handle sen-
sitive financial and personal data.

g Legend Short Pitch: Fraud has escalated from a nuisance to an indus-
% try, often leveraging Al to generate fake identities and com-
‘;L Q ECA MEMBERS munications. Prevention must also be industrialized. These
z tools detect, prevent, and respond to fraudulent activities
5 @ DATA VERIFIED using advanced behavioral analytics and machine learning
& BY THE COMPANY techniques.

2 Why Choose European Technology: European providers offer
g

§

Importance
for European
sovereignty: 6/10

Although critical for financial security, its sovereignty impact
is relatively low compared to infrastructure-focused catego-
ries. European solutions are still important for trust and com-
pliance.
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Protection for
businesses, govern-
ment organizations,
and consumers

MARKET CONTEXT

Fraud impacts individuals and practically every type
and size of organization, from for-profit businesses to
non-profits to government agencies. Digital fraud takes
many forms, including Account Takeover (ATO), New
Account Fraud (NAF), financial scams, policy abuse, and
bot-perpetrated automated fraud and abuse as exa-
mples. The European Banking Authority (EBA) stated in
their Consumer Trends Report 2024/25 that "Payment
fraud is still the most significant issue... such as ‘Autho-
rised Push Payment' (APP) fraud, where the payer is
manipulated into making a payment to the fraudster.”

The European Union (EU) revised Payment Service
Directive (PSD2) mandated Strong Customer Authenti-
cation (SCA) when it took effect, and that has helped to
reduce ATOs, but “the EBA observed that... fraudsters
managed to adapt their techniques, giving rise to fraud
types of a more complex nature, in particular leveraging
social engineering.”

Fraud Reduction Intelligence Platforms (FRIPs) are tech-
nical solutions that consume multiple intelligence feeds
and risk signals and assess the likelihood that a particu-
lar transaction may be fraudulent in real-time.

EUROPEAN COMPETITIVE ADVANTAGES

FRIP solutions offered by European vendors adhere to
GDPR and PSD2 and are working toward PSD3. Many
FRIP solution providers from outside these regions have
also largely complied with these regulations, but Euro-
pean vendors, in some instances, have taken more care
to protect personal information embedded in risk signals.
Several FRIP specialists operate across the EU, in coun-
tries such as Cyprus, Czechia, Finland, France, Hungary,
Italy, Ireland, and Portugal.

TECHNOLOGY EVOLUTION & TRENDS

Most FRIP solutions are cloud-based Software-as-a-Ser-
vice (SaaS) systems, accessed via Application Program-
ming Interfaces (APIs). FRIP solutions are composed
of six technical capabilities: Identity Verification (IDV),
compromised credential intelligence, device intelligence,
user behavioral analysis (UBA), behavioral biometrics,
and bot detection/management. The first five of these
functions require the processing of what is considered
personal information in multiple jurisdictions; thus, great
care must be taken to adhere to GDPR.

sKuppingercole

ANALYSTS

MARKET DYNAMICS

The FRIP market is mature. There are 25+ vendors ope-
rating in both the FRIP for finance and eCommerce
spaces. This market is dominated by credit bureaus and
IAM service providers. The smaller specialists in the field
generally offer competitive advantages by providing
more specific functions. Examples are those that provide
more rigorous IDV, behavioral biometrics, or bot detec-
tion. Organizations in other sectors, such as technology,
eCommerce, or government, by default select FRIP spe-
cialist firms with experience in their verticals.

FUTURE

It is imperative for FRIP vendors to keep current on
fraudster tactics, especially those that are focused
on specific industries. Financial scams outpaced ATO
attacks in 2024, and FRIP providers have pivoted to be
better able to detect and interdict scams as they happen.

Outside of finance, FRIP solution providers must focus on
escalating bot attacks, distinguishing human users from
Al agents, and evaluating agentic Al behavior. Moreover,
as fraudsters increasingly abuse guest checkout, return,
and review/comment policies, these FRIP solutions must
adapt to the new attack vectors.

European FRIP vendors will continue to have opportuni-
ties to distinguish themselves from external competitors
by promoting GDPR and PSD2 adherence and integra-
ting with regional Identity Providers (IdPs) and suppor-
ting electronic IDentification, Authentication, and trust
Services (elDAS).

For investors that want to elevate and support EU-based
FRIP services, there are many smaller companies in this
space spread around Europe.

=== == John TOLBERT
3 Director of Cyberse-

curity Research
KuppingerCole Analysts AG

For detailed analysis, see:
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https://www.kuppingercole.com/research/lc81039/fraud-reduction-intelligence-platforms-ecommerce
https://www.kuppingercole.com/research/lc81039/fraud-reduction-intelligence-platforms-ecommerce
https://www.kuppingercole.com/research/lc80841/fraud-reduction-intelligence-platforms-finance
https://www.kuppingercole.com/research?f=leadershipcompass
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Want to add your company or
update your company information?

You can do it directly via our data portal:
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NETWORK SECURITY

. BY CATEGORY

Legend
(& ECAMEMBERS

&J DATAVERIFIED
BY THE COMPANY

Short Pitch: Networks are constantly exposed to unauthorized
access, attacks, and breaches. This challenge is magnified by
the development of new protocols and the expanding network
footprint, particularly with the growth of connected industry
and critical systems. Network security systems detect ano-
malies and suspicious activities to enable a rapid response
before a compromise can occur.

Why Choose European Technology: European network secu-
rity providers guarantee the operational continuity and
resilience of key infrastructures, while considering EU-spe-
cific threat landscapes. Their localized expertise and align-
ment with regional regulations ensure secure and sovereign
network operations.

Importance

for European
sovereignty: 10/10

Networks form the backbone of digital infrastructure. Secu-
ring them with European technologies is crucial to maintai-
ning control over critical communications and data flows.




Network-Centric
Detection and
Response for
Modern Threats

MARKET CONTEXT

For years, organizations have relied on legacy firewalls,
Intrusion Detection Systems (IDS), and Intrusion Pre-
vention Systems (IPS) to protect their networks. Howe-
ver, these tools are often labor-intensive to manage
and prone to generating too many false positives. Many
organizations now also require additional visibility at the
network layer. Network Detection and Response (NDR)
has emerged as the next generation of network secu-
rity, using ML to monitor traffic patterns, metadata, and
device communications. This enables teams to detect
sophisticated threats, such as DNS tunneling, data exfil-
tration, and zero-day exploits, that evade traditional
tools. Today, NDR is often integrated into broader XDR
suites to provide a comprehensive view of the threat
landscape across network, cloud, and identity layers.

EUROPE'S COMPETITIVE ADVANTAGE

Due to Europe's stringent regulatory framework, inclu-
ding NIS2, DORA, and GDPR, European network secu-
rity vendors will likely differentiate themselves through
privacy-preserving analytics and industry specialization.
European vendors must build native reporting and gover-
nance capabilities into their NDR/XDR platforms. Al can
detect threats from metadata without decrypting the
payload. This enables vendors to protect highly sensitive
networks in the healthcare and banking sectors without
violating privacy rights or creating pools of decryp-
ted data. Additionally, the push for cloud sovereignty in
Europe is a significant factor that is causing European
organizations, especially government entities, to choose
local providers over non-European vendors.

TECHNOLOGY EVOLUTION & TRENDS

Al- and ML-driven security is becoming mainstream.
It enables faster threat detection and automated res-
ponses against sophisticated attacks. One major trend
is using ML to improve anomaly detection at the network
level. Modern NDR solutions include encrypted traffic
analysis (ETA), a capability that identifies threats wit-
hin encrypted data without the need for full decryption.
Some innovative vendors offer sensor less solutions
that provide effective monitoring capabilities without
deploying physical agents.

MARKET DYNAMICS

As enterprises realize that traditional tools such as EDR
and SIEM cannot sufficiently secure modern network
layers, sophisticated threats are pushing them to invest
in more sophisticated network-level defense solutions.
Market growth is driven by the shift to hybrid and mul-
ti-cloud environments, as well as the expanded network

sKuppingercole

ANALYSTS

attack surface created by 5G and loT devices. Despite
the high demand, the market faces challenges such as
high implementation costs, deployment complexity, and
the need for specialized expertise.

These factors, alongside privacy concerns, can pose
significant barriers for smaller organizations. NDR
remains the best option for SMBs that want to directly
monitor their network traffic, as broader XDR is often
too costly to implement. Large enterprises should ins-
tead consider XDR solutions for their ability to correlate
telemetry across multiple security domains, such as
endpoint, cloud, network, and identity, to provide a uni-
fied defense against sophisticated, multi-vector attacks.

FUTURE

As encryption becomes even more pervasive, traditio-
nal deep packet inspection will become less effective.
This will force NDR to invest more in ETA, behavioral
modeling, and alternative telemetry sources instead of
relying on payload visibility. Consistent cross-domain
visibility and analytics will be a key differentiator for
future network security platforms due to heterogeneous
network infrastructure, including on-premises, mul-
ti-cloud, OT, IoT, and 5G. XDR platforms depend on NDR-
grade network analytics to detect lateral movement and
attacker behavior.

Meanwhile, NDR vendors are expanding their telemetry
coverage and response integrations to remain relevant
within broader security ecosystems. Al leverages basic
anomaly detection for large-scale correlation, forensics
support, and semi-automated responses, thus accelera-
ting SOC workflows and analyst decision-making. Future
network security solutions will be more XDR-aligned,
analytics-driven, and automation-centric.

ABOUT THE AUTHOR

Osman Celik is a Research Analyst at KuppingerCole
Analysts AG with expertise in ASM, Brand Protection,
Web Application and API Protection (WAAP), NDR, and
XDR.

x Osman CELIK
-

= Research Analyst

KuppingerCole Analysts AG

For detailed analysis, see:
Leadership Compass: Network Detection and Response
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https://www.kuppingercole.com/research/lc80829/network-detection-and-response-ndr
https://www.kuppingercole.com/research/lc80923/extended-detection-and-response-xdr
https://www.kuppingercole.com/research/bc80776/network-detection-and-response-ndr
https://www.kuppingercole.com/research/bc80872/extended-detection-and-response-xdr
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Want to add your company or
update your company information?

You can do it directly via our data portal:
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Interview

THE NETHERLANDS
ORGANISATION FOR APPLIED
SCIENTIFIC RESEARCH (TNO)

THE NATIONAL RESEARCH
INSTITUTE FOR
MATHEMATICS AND
COMPUTER SCIENCE

IN THE NETHERLANDS (CWI)

Cryptography is
a foundational element
of trust in our digital society.

A

A PRESENT-DAY, SYSTEM-WIDE CHALLENGE

Quantum computing continues to advance towards
capabilities that could break much of today's public-
key cryptography within the lifecycle of digital sys-
tems currently in use. Although large-scale quan-
tum attacks are not yet a reality, the combination of
complex migration, long system lifecycles and "har-
vest-now, decrypt-later” threats make early action
essential today.

Regulation further reinforces this urgency. Authorities
around the world are moving to phase out algorithms
that are vulnerable to quantum attacks. The US Natio-
nal Institute for Standards and Technology (NIST),
for instance, plans to deprecate the use of RSA and
elliptic curve cryptography by 2035. As a result, post-
poning post-quantum cryptography (PQC) migration
increasingly carries not only security risk but also the
risk of non-compliance.

Unfortunately, PQC migration is not a simple algo-
rithm swap. It is a system-wide transformation affec-
ting cryptographic libraries, communication proto-
cols, hardware implementations, embedded devices
and operational processes. These technical changes
are tightly coupled to complex supply chains and long
product lifecycles, exposing dependencies across
hardware, software, and vendors that are difficult and
costly to resolve later. Legacy systems, in particular,
further amplify this challenge.

This has triggered various organizations to act now
and not later. The PQC migration has begun, and suc-
cess will depend on treating PQC not as a standalone
cryptographic upgrade, but as a coordinated, eco-
system-level effort requiring long-term planning and
cross-industry alignment.

STRATEGIC DEPENDENCIES AND EUROPE’S SOVE-
REIGNTY

Cryptography is a foundational element of trust in our
digital society. It underpins secure communication ,
data protection and the reliable operation of critical
infrastructures. Losing control over cryptographic
capabilities creates structural dependencies that
can weaken strategic autonomy. This control extends
beyond algorithms alone and includes implementa-
tions, key management, validation and certification
processes.

The PQC migration therefore raises critical questions
about Europe's ability to retain control over its cryp-
tographic building blocks. At the same time, it offers
an opportunity to strengthen collaboration between
European research, industry, and government, while
simultaneously enhancing cyber security, innovation
capacity, and technological sovereignty. PQC can
thus play an important role in shaping the future of
Europe's digital security and independence.



A CATALYST FOR EU CYBERSECURITY ECOSYSTEM

While the risk to Europe's autonomy is real, PQC
migration also offers a strategic opportunity. Euro-
pean researchers have played a decisive role in the
development of global PQC standards. This provides
a solid foundation to develop a flourishing European
market for PQC-enabled products and services.

However, Europe has long struggled to consistently
translate research into scalable, widely deployable,
and trusted industrial solutions. This is a challenge
that extends well-beyond the area of PQC.

PQC can act as a catalyst to bridge this gap. As a
shared, long-term challenge, it offers a unique oppor-
tunity to align research institutes, technology provi-
ders, manufacturers, governments, and regulators
around a common objective. If approached strate-
gically, PQC can drive the strengthening of Europe's
cybersecurity market and establish trusted supply
chains for cryptographic components.

A FOUNDATIONAL BUILDING BLOCK FOR CYBERSE-
CURITY BY DESIGN

A strong cryptographic foundation should be
embedded in the design of digital systems rather than
applied as an afterthought. Ideally, it is resilient to
future developments, incorporating agile and upda-
table architectures and using modular and verifiable
cryptographic implementations. Newly designed sys-
tems can adopt these principles from the start, but
many legacy systems were never designed to accom-
modate cryptographic migrations.

At the same time, the PQC transition presents a unique
opportunity to clean up and modernise existing cryp-
tographic infrastructures. Organisations can increase
their preparedness not only for quantum-enabled
attacks, but also for future cryptanalytic advances or
the development of more efficient cryptography. The
PQC migration is thus an opportunity to raise the ove-
rall level of cyber hygiene, not just swapping crypto-
graphic algorithms.

CONCLUSION

PQC should be treated as a present-day design obliga-
tion not a future upgrade. Addressing PQC by design
is essential to protect long-term data, ensure system
resilience, and safeguard European digital sovereignty.

A coherent approach can transform a disruptive
threat into a strategic European advantage. Achieving
this will require a strengthened European community
that extends beyond cryptographic expertise alone.
Initiatives such as the European Conference on PQC
Migration help bring together researchers, industry,
and government, while resources like the PQC Migra-
tion Handbook provide concrete action perspectives.

TNO ="
T libe

Thomas ATTEMA
Researcher Cryptology

The Netherlands
Organisation for Applied
Scientific Research (TNO)

The National Research
Institute for Mathematics
and Computer Science in
the Netherlands (CWI)







Interview
LANCOM SYSTEMS

COMMUNITY
CONTRIBUTOR

WHAT IS THE MOST IMPORTANT SIGNAL,
TREND, OR RISK YOU ARE CURRENTLY OBSERVING
IN YOUR CYBERSECURITY DOMAIN?

The most striking trend we are currently seeing is cer-
tainly the growing awareness of existing technological
dependencies and the consequences they entail. For
example, Al-driven exploitation of vulnerabilities is cur-
rently one of the fastest-growing risks. Yet the Al sphere
of influence continues to be dominated by global,
non-European players. In addition, there is a growing
trend toward attacks targeting identities and supply
chains, where cyberattacks on non-European suppliers
can have significant impact on local businesses. This
gives rise to an increased demand for European solu-
tions aimed at making supply chains more resilient.

IN YOUR SPECIFIC FIELD, WHAT DOES EUROPE
DO WELL AND WHERE IS IMPROVEMENT
URGENTLY NEEDED?

Europe is a hotbed of innovation. This strength is parti-
cularly evident in the field of IT security, both in terms
of components and devices. Many suppliers offer cut-
ting-edge features and high-quality products. However,
the ecosystem remains highly fragmented, and there is
a lack of European leaders with a global footprint. This is
also due to the disjoined nature of the European market.
Furthermore, while the EU's legal framework for cyber-
security is already well advanced, adoption varies across
member states, creating a gap in capabilities. This com-
plicates efforts to foster cooperation on joint solutions.

WHAT SINGLE PRIORITY SHOULD EUROPE
ADDRESS TO STRENGTHEN ITS POSITION
IN YOUR DOMAIN?

To establish itself as a genuine counterweight in the glo-
bal IT security landscape, Europe must recognize its own
strengths and overcome the fragmentation of expertise,
technologies, and capabilities. True cyber resilience can
only be built collectively. At LANCOM Systems, we colla-
borate with trusted European partners to build a robust
IT security ecosystem. The “European Cybersecurity
Mapping” initiative pursues exactly the same goal and
serves as an indespensable tool to promote visibility
and cohesion within an industry that lies at the heart of
Europe's digital resilience and sovereignty.

4> LANCOM

SYSTEMS

LANCOM Systems is a lea-
ding European manufacturer of
network and security solutions
for business and the public sector.
The portfolio includes hardware
(WAN, LAN, WLAN, firewalls),
virtual network components,
cloud-based software-defined
networking (SDN), and solutions
for remote and mobile access.

Robert MALLISON

Co-CEO

LANCOM Systems



https://www.lancom-systems.com/
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OT SECURITY

‘ BY CATEGORY

Legend
(& ECAMEMBERS

&J DATAVERIFIED
BY THE COMPANY

Short Pitch: As industry accelerates global automation
and connected manufacturing, a new class of attacks has
emerged, targeting disruption of operations or theft of
Intellectual Property. Operational Technology (OT) Security
systems protect industrial and critical infrastructure inclu-
ding sensors, communication, and data processing from
these targeted cyber threats.

Why Choose European Technology: European providers
deeply understand the unique requirements of regional
industrial environments and ensure compliance with EU
safety and security standards. Their expertise is crucial to
strengthening Europe's ability to independently secure its
critical infrastructure.

Importance
for European
sovereignty: 10/10

OT Security protects critical infrastructure like energy,
transport, and water systems. This category is central to
sovereignty, as foreign interference could have catastrophic
impacts.




Adapting Industrial
Security to
Hyperconnected
Operations

MARKET CONTEXT

Early operational technology adopters were the utilities
(such as energy, oil & gas, water & wastewater). It is now
a diverse industry sector comprised of agriculture, buil-
ding management, healthcare, manufacturing, and smart
cities, which includes V2X (vehicle-to-anything) and uti-
lities. While in the past OT infrastructure was treated as
a separate environment from IT, there are now pressures
to move towards a more integrated architecture. Organi-
zations want to ensure that OT infrastructure is managed
to the same standards that are imposed on the IT envi-
ronment and that corporate SOCs have visibility over the
OT infrastructure.

There are two trends forcing this integration: Industrial loT
(lloT) and 5G networks. IloT utilizes internet technology,
encouraging alignment with corporate governance proce-
dures. 5G makes a compelling argument for adoption within
OT environments, strengthening the push for integration.

Government regulation is most intensive in the utilities
segment, where duty-of-care obligations apply. Controls
address both compromise prevention and incident response.
In Europe, the NIS2 Directive defines requirements for
essential and important industrial sectors, while the Cyber
Resilience Act establishes cybersecurity rules for product
vendors. |EC 62443 provides a framework for managing
technical infrastructure, and Germany's IT-SIG 2.0 sets more
prescriptive requirements for public OT environments.

EUROPE'S COMPETITIVE ADVANTAGES

European companies currently hold several advantages.
They are home to major OT device suppliers with proven
track records. As the US becomes more insular under
the current administration, global opportunities exist for
European companies to expand their markets.

Europeans also have extensive experience in deploying
telecommunications services, developing industry speci-
fications, and integrating private and public 5G services.
This positions Europe well to benefit from the transition of
telcos from phone services to business support services,
where they can supply both the 5G network services nee-
ded for OT architectures and the cloud services for OT
management.

Europe maintains a distinct advantage in discrete manu-
facturing. New and refurbished facilities are deploying IloT
devices rather than PLCs and sensor arrays, and private
5G rather than WiFi or Ethernet. Europe's leadership in
vehicle manufacturing will also require rapid deployment
of smart city infrastructure to support V2X devices.

sKuppingercole

ANALYSTS

TECHNOLOGY EVOLUTION AND TRENDS

In legacy OT environments, controllers are separate from
sensors and actuators. IloT devices combine these ele-
ments with logic control functions previously provided by
PLCs and SCADA systems. An lloT device can measure
temperature or pressure and take action, such as opening
or closing a valve, based on pre-programmed instructions.
These devices also include integrated communications for
management purposes.

5G is having a similarly large effect. It provides fine-
grained control over communication links, optimizing
them for specific device requirements. Devices commu-
nicating small amounts of data periodically no longer
require dedicated fixed lines. Network slicing can provide
the segmentation that OT environments typically require,
supporting the layered architecture defined by the Purdue
model.

MARKET DYNAMICS

Demand is growing fastest in manufacturing, healthcare,
and smart cities. Manufacturing growth comes from auto-
mation and Industry 4.0 initiatives. Healthcare facilities
are adopting OT for building management, medical device
connectivity, and patient safety systems. Smart cities
bring together transport, utilities, and public services on
shared infrastructure.

Emerging segments such as V2X, agriculture, and water
management represent newer areas for OT adoption.
These markets are newer but expanding as sensor costs
fall and connectivity improves. The shift from wired to
wireless OT networks supports this growth, particularly in
environments where cabling is impractical.

FUTURE

New technology is opening an expanding market for lloT
and 5G suppliers. Advances in industrial infrastructure
capabilities, combined with lower costs, are creating good

Graham WILLIAMSON

Fellow Analyst
KuppingerCole Analysts AG

opportunities for vendors able to take advantage. IT and
OT integration will continue to change how industrial envi-
ronments operate.

For detailed analysis, see:

Leadership Compass: Secure Remote Access for OT/ICS

Leadership Compags: Zero Trust Network Access

Guide  OT1CS, and SCADA — What Every Cvbersecurity Expert Should
Koow



https://www.kuppingercole.com/research/lc81027/secure-remote-access-for-ot/ics
https://www.kuppingercole.com/research/lc80826/zero-trust-network-access
https://www.kuppingercole.com/insights/ot-ics-scada/ot-ics-scada-guide
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Want to add your company or
update your company information?

You can do it directly via our data portal:



https://cybermapping.european-champions.org
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Interview
FRAUNHOFER

The European Union has
adopted the Artificial
Intelligence Act, which
provides the most comprehen-
sive regulatory framework

for Al to date.

A\~

The arrival of generative artificial intelligence sys-
tems has fundamentally altered how digital content
is produced, distributed, and evaluated. Texts, images,
audio, and video can now be created or manipulated
at a quality level that is increasingly indistingui-
shable from conventionally produced material, both
for human observers and for many automated detec-
tion methods. This development expands creative and
economic possibilities but simultaneously undermines
established mechanisms for assessing authenticity,
provenance, and credibility. In particular, the fabrica-
tion of persuasive but entirely synthetic “evidence”
lowers the threshold for fraud, disinformation, and
targeted deception.

In response, the European Union has adopted the
Artificial Intelligence Act, which provides the most
comprehensive regulatory framework for Al to date.
A central element of this regulation is the obligation
to label content that has been generated or signi-
ficantly altered by Al. Anchored in Article 50, this
labeling duty is designed to enhance transparency
and traceability in digital environments. Providers of
Al systems are required to implement machine-rea-
dable markings for Al-generated or Al-manipulated
content, including texts, images, audio, and video. The
objective is to enable auditors, supervisory authori-
ties, media organizations, and other stakeholders to
reliably identify the origin and transformation history
of digital content.

Technically, the landscape of potential labeling
methods is heterogeneous and characterized by
trade-offs. Inserted metadata and cryptographic
signatures (including standards such as C2PA) allow
relatively straightforward public verification and can
document provenance and editing histories, but are
vulnerable to loss or stripping during content proces-
sing. Visible watermarks are accessible and intuitive
but may impair media quality and are often removable.
Invisible watermarks, whether symmetric or asym-
metric, promise higher robustness against common
transformations, yet either require trusted third par-
ties for detection (symmetric) or remain less mature
and weaker in practice (asymmetric). Fingerprinting,
which infers Al origin by matching content-specific
features against provider-maintained databases, can
be robust but depends on provider cooperation and
does not enable fully public verification.




No single approach currently satisfies all regulatory
and practical requirements simultaneously. It is there-
fore plausible that multi-layered solutions, combining
several complementary methods, will be needed.
More fundamentally, the labeling obligation should
not be understood as a purely technical fix but as
one component of a broader trust infrastructure for
digital information. Its effectiveness will depend on
the interplay between clear legal norms, technically
sound and standardized implementations, institutional
workflows, and informed users. In this sense, labeling
Al-generated content provides a focal point where
legal regulation, technical innovation, and informa-
tion-scientific theory converge to support more trans-
parent and trustworthy digital ecosystems.

Z Fraunhofer

SIT

., ATHENE

.. National Research Center
. for Applied Cybersecurity

The Fraunhofer-Gesellschaft,
headquartered in Germany, is one
of the world’s leading organiza-
tions for applied research. It plays
a major role in innovation by prio-
ritizing research on cutting-edge
technologies and the transfer of
results to industry to strengthen
Germany’s industrial base and for
the benefit of society as a whole.
Since its founding as a nonprofit
organization in 1949, Fraunhofer
has held a unique position in the
German research and innovation
ecosystem.

Prof. Dr. Martin
STEINEBACH

Head of the Media

Security and IT Forensics

department

Fraunhofer Institute
for Secure Information
Technology SIT



http://fraunhofer.de
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SECURE COMMUNICATION PLATFORMS

. BY CATEGORY

Legend Short Pitch: Safe communication, collaboration, and the dis-

tribution of uncompromised messages are essential for both

Q ECA MEMBERS business operations and institutional work. Secure Communi-

cation Platforms provide encrypted channels for secure mes-

@ DATA VERIFIED saging, data exchange, collaborative work, and videoconfe-
BY THE COMPANY rencing systems.

Why Choose European Technology: European vendors design

platforms fully compliant with GDPR and local sovereignty
concerns, ensuring that critical communications remain
under European jurisdiction and control.

Importance
for European
sovereignty: 9/10

Secure communication is vital for governments, businesses,
and individuals. European platforms ensure confidential infor-
mation remains within trusted borders.




Where Privacy
Meets
Enterprise Reality

MARKET CONTEXT

The post-pandemic shift to hybrid work exposed a
fundamental weakness in organizational communica-
tion. Consumer messaging apps have become de facto
business tools almost overnight, and security teams
have spent the past years trying to regain control.
Regulatory pressure compounds the problem. NIS2
imposes strict incident notification requirements that
break down when sensitive discussions occur on plat-
forms with no audit trail. Financial services firms face
MiFID Il and DORA obligations that require communica-
tions retention and surveillance. Healthcare providers
must demonstrate GDPR compliance for patient-related
discussions. The regulatory environment has transfor-
med secure communications from a nice-to-have into a
compliance imperative.

EUROPE'S COMPETITIVE ADVANTAGE

European vendors have clear advantages here. Privacy
engineering is baked into how they build products,
not bolted on afterward to satisfy a checklist. Several
German and Swiss providers have built their architec-
tures around zero-knowledge principles, where even
the vendor cannot access message content. Threema's
approach is instructive: messages are encrypted on the
device before transmission, keys never leave the user's
possession, and the company cannot obtain the origi-
nal data because it lacks the technical means to do so.
This matters when your customers include government
ministries, defense contractors, and organizations han-
dling classified information. The Schrems Il decision
continues to haunt US platform providers, and European
alternatives can sidestep the entire debate about tran-
satlantic data flows. | have procurement decisions in cri-
tical infrastructure sectors where European ownership
was a hard requirement.

TECHNOLOGY EVOLUTION & TRENDS

Secure messaging has matured considerably. Early
solutions forced users to choose between security and
usability, and usability predictably won. Modern plat-
forms have closed that gap. End-to-end encryption
now extends beyond text to voice, video, and file sha-
ring without degrading the experience. Federation pro-
tocols enable secure communication across organiza-
tional boundaries without requiring everyone to use
the same platform. Integration with enterprise sys-
tems matters more than standalone security features.
Organizations want secure chat embedded in their
workflows, connected to identity providers, appearing
in their compliance archives, and subject to the same
policy controls as email.

sKuppingercole

ANALYSTS

MARKET DYNAMICS

The market remains surprisingly fragmented. A handful
of established players serve government and defense,
but the broader enterprise market has yet to consoli-
date around clear leaders. European vendors are trying
to scale but face real obstacles. Most lack the sales and
marketing resources of U.S. competitors, and the Euro-
pean market itself is fractured across languages and
procurement cultures. Recent acquisitions suggest that
larger security vendors view secure communications
as a platform play rather than a point solution. | expect
continued M&A activity, with identity and access mana-
gement vendors particularly interested in expanding into
the communications layer.

FUTURE

Secure messaging, collaboration, and identity are conver-
ging. The EU Digital Identity Wallet rollout will eventually
enable verified identity in communications, a develop-
ment that could benefit European vendors familiar with
the eIDAS 2.0 framework. Quantum-resistant cryptogra-
phy will become a procurement requirement within five
years; vendors who begin transitioning now will have a
story to tell, while those who wait will face costly retro-
fits. For buyers evaluating platforms today, | would priori-
tize interoperability and standards compliance over pro-
prietary feature sets. For investors, the exit opportunities
lie in vendors who have solved the enterprise integra-
tion problem, not those competing purely on encryption
strength. The latter is becoming commoditized; the for-
mer remains difficult to get right.

Jonathan CARE
Lead Analyst

_-_.' ==

KuppingerCole Analysts AG

For detailed analysis, see:
Market Compassi Secure Collaboration
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https://www.kuppingercole.com/research/mc72597/secure-collaboration
https://www.kuppingercole.com/research/lc80832/identity-governance-and-administration
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Want to add your company or
update your company information?

You can do it directly via our data portal:



https://cybermapping.european-champions.org
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Interview

GREATER GENEVA
BERN AREA

Switzerland has a strong
incentive to invest in cyber
resilience.

A\

YOUR ACTIVITY

Greater Geneva Bern area (GGBa) is the investment
promotion agency for Western Switzerland, covering
the cantons of Geneva, Vaud, Fribourg, Neuchatel
and Bern. Our mission is to support foreign compa-
nies, primarily from Europe, North America and Asia,
in their establishment and growth in Switzerland. We
work closely with cantonal authorities, innovation
agencies, academic institutions and technology parks.

Our objectives are to attract high value-added acti-
vities, strengthen local innovation ecosystems, and
support sustainable economic development. Over
the years, we have supported numerous companies
in sectors such as cybersecurity, digital technologies,
life sciences and advanced manufacturing, helping
them navigate regulatory frameworks, identify sui-
table locations, and connect with talent, research and
funding partners.

We supported the European Cybersecurity Alliance
(ECA) vendor mapping initiative because visibility and
structure matter. As Switzerland hosts a dense cyber-
security ecosystem, contributing to a European-level
mapping helps position Swiss actors within the broa-
der market and improves transparency for customers
and partners. It reinforces Europe's strategic auto-
nomy in cybersecurity.

YOUR ASSESSMENT OF CYBERSECURITY IN SWIT-
ZERLAND

Cybersecurity is a critical issue in Switzerland. As a
highly digitalized economy hosting international orga-
nizations, financial institutions, critical infrastructures
and industrial IP, Switzerland has a strong incentive to
invest in cyber resilience. This is reflected in national
strategies, public-private cooperation and sustained
investment in research and innovation.

The local cybersecurity industry is mature and diverse,
covering software vendors, managed security service
providers, consulting firms and highly specialized
niche players. This ecosystem is anchored in strong
innovation hubs and technology parks across Western
Switzerland. In Vaud, the Unlimitrust Campus in Prilly
is a flagship site dedicated to digital trust and cyber-
security. Geneva benefits from Campus Biotech and
from its concentration of international organizations
and financial institutions, generating strong demand
for cybersecurity solutions related to data protection
and critical infrastructures. Neuchatel relies on the
Microcity innovation pole, closely linked to applied
research in secure hardware, embedded systems
and industrial cybersecurity. Fribourg's blueFACTORY
innovation district supports applied digital and Indus-
try 4.0 projects, including cybersecurity for manufac-
turing and infrastructure.




In Bern, innovation sites such as Bernapark, combined
with the presence of federal institutions, foster exper-
tise in e-government, public-sector IT security and
national critical systems.

EUROPEAN PERSPECTIVE

Europe could improve coordination and speed. Frag-
mentation of markets, standards and procurement
remains a challenge for cybersecurity vendors trying
to scale. Stronger alignment between regulation, fun-
ding instruments and industrial policy would help
European companies compete globally, while maintai-
ning high standards of trust and data protection.

At GGBa, we actively promote European collaboration
by connecting companies with cross-border partners,
research programs and innovation networks. We
encourage participation in European initiatives and
consistently position Western Switzerland as an open,
reliable and cooperative location within the European
cybersecurity landscape.

For cybersecurity companies, establishing a local
team in Switzerland offers direct access to trusted
customers, cutting-edge research, skilled talent and
a stable regulatory environment; GGBa is available to
support companies at every stage of this process and
invites interested actors to get in touch.

Greater Geneva Bern area (GGBa)
is the investment promotion
agency for Western Switzerland,
bringing together the cantons of
Bern, Fribourg, Vaud, Neucha-
tel and Geneva. Its mission is to
provide support to foreign com-
panies allowing them to get esta-
blished quickly and develop their
activities in the region.

Thomas BOHN

CEO

GREATER GENEVA BERN AREA



https://ggba.swiss/en/
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THREAT MANAGEMENT

. BY CATEGORY

Legend
(& ECAMEMBERS

&J DATAVERIFIED
BY THE COMPANY

Short Pitch: Threat Management is a core security domain.
Threats are now ubiquitous, moving beyond simple external
assaults, and Al-aided attacks make distinguishing between
genuine threats and normal access increasingly difficult.
These systems use proactive and reactive strategies to iden-
tify, analyze, and mitigate cyber threats. The toolkit is rounded
out by capabilities like cyber threat intelligence and decep-
tion tools. Increasingly Al-driven and automated, they allow
cybersecurity teams to focus on critical issues. We foresee
major evolutions in this domain as Al will become, on one side
a key vector of malicious attacks, and on the other side, the
core of anomaly detection and interpretation.

Why Choose European Technology: European providers deli-
ver solutions tailored to local regulatory frameworks and
threat landscapes, ensuring the trusted and sovereign mana-
gement of cybersecurity risks and all related user data.

Importance

for European
sovereignty: 10/10

Threat management tools are key to detecting and respon-
ding to cyber threats, ensuring strategic independence in
dealing with evolving risks.




From Reactive Defense
to Continuous Threat
Exposure Management

MARKET CONTEXT

For the past decade ethical hacking and red teaming
have been standard practices for identifying organi-
zational security gaps. However, these practices were
usually performed on demand, leaving environments
unmonitored most of the time. Recently, the industry
has shifted from a reactive defense posture to a proac-
tive one, with vendors investing heavily to create tools
that automate security assessment and validation. As
organizations adopt cloud-native architectures and
remote work practices, their attack surface expands.

Modern threat management enables teams to disco-
ver unknown assets and detect active attacker beha-
vior and system misconfigurations that human analysts
might overlook. Additionally, the increasing number of
known vulnerabilities makes manual prioritization of
threats a bottleneck for human-led SOC teams.

Organizations can now identify and remediate sophis-
ticated Al-driven threats before they are leveraged by
cybercriminals by using Threat Management tools such
as Threat Detection and Response (TDR), Attack Sur-
face Management (ASM), and Threat Intelligence Plat-
forms (TIPs).

Meanwhile, TDR has evolved from siloed security controls
into a continuous, cross-layer capability that extends to
endpoints, networks, cloud workloads, and applications.
Organizations need solutions that offer real-time detec-
tion, behavioral analytics, and automated responses to
identify threats that bypass legacy tools.

EUROPE'S COMPETITIVE ADVANTAGE

When NIS2 and DORA are fully implemented European
vendors will have a significant advantage by embed-
ding security control groups into their solutions and
technical architectures, thereby achieving compliance
by design. Unlike their global counterparts, who may
fail to support GDPR and localized data residency laws,
EU-based providers can assist organizations in com-
plying with jurisdictional security and privacy laws.

TECHNOLOGY EVOLUTION & TRENDS

The most obvious market trend is that vendors now pro-
vide greater visibility and mapping of attack surfaces
instead of just conducting static vulnerability scanning.
In most cases, ASM and Continuous Threat Exposure
Management (CTEM) solutions offer the same functio-
nality. Another trend is the implementation of agentic
Al to automate detection, prioritization, and remediation
efforts across both threat management and active res-
ponse. However, organizations do not yet trust machine-
led decision making, although this may change.

sKuppingercole

ANALYSTS

In the TDR domain behavior-based analytics and
network-centric detection are gaining importance as
attackers can often evade signature-based controls.
Vendors are expanding their detection capabilities to
include network traffic analysis (NTA), cloud runtime
telemetry, and application-layer signals. This conver-
gence is driving closer alignment between threat mana-
gement, NDR, and XDR systems.

MARKET DYNAMICS

The number of baseline functions required from threat
management vendors has nearly doubled compared
to previous years, reflecting a shift toward developing
out-of-the-box capabilities rather than complementary
third-party integrations. The market is consolidating as
customers seek unified platforms that combine Exter-
nal Attack Surface Management (EASM), Cybersecurity
Asset Attack Surface Management (CAASM), and Digital
Risk Protection capabilities. Large platforms are acqui-
ring niche specialists to build all-in-one threat manage-
ment suites. However, there is still a strong demand for
standalone TIPs for precise threat intelligence.

FUTURE

We should expect agentic Al to be more involved in
threat prioritization and remediation. Al-led automation
will also reduce analyst alert fatigue and result in fewer
false positives. Human analysts will likely monitor agen-
tic Al decisions rather than being completely replaced
by Al. TDR will become more autonomous and predic-
tive, with Al-driven systems correlating exposure data,
attacker behavior, and environmental context to inter-
rupt attacks proactively. Solutions such as software
supply chain security and brand protection tools, as
well as native Cyber Threat Intelligence feeds, will likely
become integral parts of threat management solutions.

x Osman CELIK
-

= Research Analyst

KuppingerCole Analysts AG

For detailed analysis, see:
Leaderchip CompassiAttacicSurface Management

Buver' m . Brand Protection
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https://www.kuppingercole.com/research/lc80874/attack-surface-management
https://www.kuppingercole.com/research/bc80865/brand-protection
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VULNERABILITY ASSESSMENT PLATFORMS

‘ BY CATEGORY

Legend
(& ECAMEMBERS

&J DATAVERIFIED
BY THE COMPANY

Short Pitch: Before mitigating threats, organizations must gain
a clear view of their most probable attack vectors to effectively
prioritize countermeasures. This is a management imperative,
especially under EU NIS2 regulation, given constantly shifting
attack surfaces and the impact of third-party components.
Vulnerability Assessment systems identify and prioritize sys-
tem weaknesses. The field is evolving from instantaneous eva-
luation to continuous assessment, incorporating supply chain
analysis, code verification, and providing insights into the most
probable and business-impacting attacks thanks to attack sur-
face analysis. This forms a sound basis for configuring IT pro-
tection, defining resilience policy, and planning future impro-
vements.

Why Choose European Technology: European platforms ensure
that sensitive assessment data remains within EU jurisdictions,
aligning with privacy and sovereignty goals. This commitment
promotes trust and transparency in securing organizational
systems.

Importance

for European
sovereignty: 10/10

Identifying and addressing vulnerabilities is critical for protec-
ting systems and infrastructure. European solutions ensure
sensitive security data stays within trusted jurisdictions.




Assessment and Risk-Based
Prioritization to Address
Vulnerability Fatigue

MARKET CONTEXT

Today, periodic vulnerability scans are considered insuf-
ficient as attackers now utilize sophisticated Tactics,
Techniques, and Procedures (TTPs) and target new
vulnerabilities daily. While manual penetration testing
was the standard in the past, the increasing complexity
and frequency of cyberattacks leave organizations
highly vulnerable without real-time monitoring and risk
assessment tools. To keep pace with adversaries, secu-
rity teams must significantly reduce their Mean Time
to Detect (MTTD) and Mean Time to Respond (MTTR)
to vulnerabilities.

Consequently, organizations require their exposures
to be continuously identified and prioritized based on
their criticality and relevance to the business. This level
of proactive defense can be achieved through modern
solutions such as Automated Penetration Testing, Pen
Testing as a Service (PTaaS), BAS, Dynamic Application
Security Testing (DAST), SaaS Security Posture Mana-
gement (SSPM), and ASM tools.

EUROPEAN COMPETITIVE ADVANTAGES

European vendors in the vulnerability assessment
market benefit from strong regulatory requirements
that drive demand for compliance-ready solutions.
Frameworks such as GDPR, NIS2, and the Cyber Resi-
lience Act force organizations to adopt vulnerability
management and 24-hour incident reporting.

TECHNOLOGY EVOLUTION & TRENDS

ASM and CTEM vendors are the primary drivers of emer-
ging technologies in this market. The larger and more
fragmented an organization's exposed IT estate beco-
mes, the more it requires automation that acts like a
reconnaissance team rather than a static catalogue.
Consequently, the traditional static inventory model is
being replaced by the dynamic validation of vulnerabi-
lities. Simply listing system vulnerabilities is no longer
sufficient. Most vendors now provide exploitability scores
that reflect the real-world risk to the organizations.
Rather than relying solely on the Common Vulnerability
Scoring System (CVSS), risk scoring is contextualized
and enriched by Cyber Threat Intelligence (CTI) feeds.

Regulatory compliance is another significant driver of
technology and trends in this market. Many vendors
offer compliance mapping capabilities to facilitate
adherence to regional regulations. In addition, many
solutions now natively support MITRE ATT&CK map-
ping, as well. This framework provides a globally reco-
gnized view of adversary TTPs based on real-world
observations. It also serves as a structured catalogue of
attacker behavior during actual attacks, covering steps
from initial access to final impact.

sKuppingercole

ANALYSTS

MARKET DYNAMICS

Market consolidation is active in vulnerability assess-
ment. Large vendors are acquiring solutions to round
out their portfolios. Meanwhile, hyperscalers continue
to raise their baseline functions by embedding native
vulnerability and web scanning into their security
suites. Customer adoption typically begins with com-
pliance-driven scanning and patch management work-
flows and expands to include continuous discovery,
systematic control validation, and application testing.
There is a growing emphasis on reducing the “noise”
and operationalizing exploitability. While the core of the
vulnerability market is mature, the periphery is frag-
mented, driven by adjacent alternatives such as ASM,
DAST, BAS, SSPM, and automated pen testing/PTaaS.

FUTURE

Standalone vulnerability scanners will either be
absorbed into broader platforms or become obsolete.
Capabilities borrowed from various tools will likely
converge into unified platforms that continuously dis-
cover assets, validate security controls, test applica-
tions, and simulate attack paths. As hyperscalers fur-
ther simplify baseline scanning, differentiation will shift
toward advanced prioritization, contextual risk scoring,
and automated remediation that links findings directly
to security workflows.

Innovation will be dominated by agentic Al, which will
enable autonomous agents to perform continuous virtual
red teaming. These agents will independently plan and
execute sophisticated attack chains to identify vulnera-
bilities that pose a real risk to business logic and data.
| believe that vulnerability assessment tools will signi-
ficantly reduce vulnerability fatigue in the near future.

m: Osman CELIK
-

— Research Analyst
KuppingerCole Analysts AG

For detailed analysis, see:

Leadership Compass: Attack Surface Management
Buver's Compass: Attack Surface Management
Blogowhy We Need to Map Qur Attack Surface



https://www.kuppingercole.com/research/lc80874/attack-surface-management
https://www.kuppingercole.com/research/bc81043/attack-surface-management
https://www.kuppingercole.com/blog/celik/why-we-need-to-map-our-attack-surface
https://www.kuppingercole.com/research/bc80865/brand-protection

RepiaqhD

e O [ [ ® osi (eiodwier) (id) 10T
® O o ame ®@® o< £20T Heqieghn
o () CI ® o< 20z sqe e 4agAD @
(] ovav @ Oi-C 2102 Jaxog 190AD
e o [ ] ® @ osu (EweIn) (1¥) HOWH WNuSIpuo)
® O o (] () saieno-sal-ueid ) (H3)  910C syospusod
[ ] [ ] [ o @ osu (Remoiion) (89)  2L0T 1y8noyiyepod
® O [ J . - @ 00¢-18 (sued) () LL0T pIEUD
o O o o ® o (Wepiiswy) (W) ¢20T vTieyoren
[ ] [ ] @ osu (uopuoT) (89)  SIOT MSIY 2D
® o o - -, ® ot 1202 l18ys3nq
e O () @ @ o¢ 00T J9junoq3ng
® O ) @ osu (@unz) (W)  Ozoz  PUBHOZUMS Runog 3ng
e @ ° @ osu @) () 020e OV Plelysuo}iog
. : 0 @ o o suersis ey
[ ] () () @® ot (seuusy) (89)  020T sureig uwy
® O [ ] @ osu (ueg) (30) 10T sqe 1S eydly
e o ) ® S - w @ 00¢-iS (wnibpg)(38)  220e Apnoss oppiy @
® O o o ® o< (Bnz) (W) aouagI||a1u] d13souSy
[ @ o0s-U (mesiem)(7d)  SLOT EINELY
[ @ o5l (Wesiem)(d)  210C f1unoag siBay
[ ] @ 05l (webequedod )(3@) cgoz  SAV 24nses sy 10V
e O ® osi (esiem) (d) re'aLSL
a3e 310 ‘Ai3uno
%«WM%% wmﬂ% %% %ww. %V,WW/%%M% o% bb% .%% /w% %oo %«W@ /%M% bv% %snv %O wr__vcww _mcw_mw_mw%%& azIg (An0 Ay Gw_v cw_%_w\% aweN
VIS LTI TR
§74 § §&H TS T F T g (w/h)
F7¢ 47 7 A SINHOALY1d LNIINSSISSY ALMIGYEINTNA

170




ale33 E

o e o e @ osu (339 0T Joouguasiory
e o [ @ osu (Wenn) (IN)  S0T ‘N'g 09¢guelpIEnD
o ® [ @ 00T-l5  (wenigeuso) (3a)  800T DV duoquasin
® O L @ o5l (Wunz) (H3)  020Z DV 2243n90H
{ @ o0sV  (weysew)(30) 90T Hqws oid g4
o o o O @ o5l (LopuoT) (IN) 50T susex3
e o ® @ @® o5l (eiqwiog) (1) 20T ()3
g e @ W o5l (wEws) (sn) odeos3
® O (] ® oc (Wnyoog) (30)  ¥2OT OY3ZAHLNI
® @ osu (UoinoL)(3d)  910T
e O o ;. v @ 00z-ls 1oz uedsagp3
e o () . - ® osu 20T 03S3AIYa
e O o o ® o< (ePUSER) (53)  S20T () 1vydspuseq
o o [ @ @ ot (levzneny)(3d)  ¥20T X0gd3aN343a
o @ o< (42unZ) (HO) 20T auiduadaaqg
o [ o ] @ o5 (oweW)(3)  8LOT paxaLigaq
¢ @ osu  @eweswy) (W ozoz 019040
g o o e @ ot (ewewuew) (89)  TT0T X340
[ ] { [ @® o< (ued)(@d) 20T ONILYHAD
e o o o @ o< (@unz)(R) 81T WenpA
e o [ @ @ o5 (ewoy) (1)  ¢eoT %90749
¢ @ osu (9 sz 235UOOAD
e o ® @ @® o5l (fssew) (83)  SLOZ () UoYEMISQAD
e o ® S - @ oozis (GopuoT)(85) 910 HeWSI19GAD
a3e1s juadioo azIS (Ao ‘Aunog)  uolesl)d aweN
oFy 2% S 5 S8$ %b% g L 5 &S e v.w\% & & O 3Supuny [euoneulsiu OH  oJesp
fFS o8 & $458858 5 855 T8 8 &
& % &£ L RPITIL § £ o S £ Yo o ¥ § 9
oY & $ ¥ 3558 & 5§ & T § ¥ Yo o 2
£ o S S A § 0§ ¥~ & § o % $ $ o

(o S A P4 ¥ L7 2 & S

D v Y 2

K s : M SINAO4LV 1d INFINSSISSY ALIIFVYIIN TNA

N N

171




o e ® o5k 2084810
® o L o . - vN @) 005102 (euosisiiey) (3S) pzasodino
o o ® @ 05l (uoBeipuow) (s3)  €20C f314n09s1994D MIFHO
e o () . - @® 00t-Is (io%sug) (89)  8L0T fnoaguo
o o o [ ] @ 0s-ib (Hopessng )(3d)  020C A3MINO
® o o ® o< (sred) (¥3) skemou
e o o S - @ o5l (iepuna) (3i) 5102 yee BAON
® e O e wW @ 05 (sUed)(#d)  6L0T Woo Iqeo ]
e o o @ @ 05-1 (uoneduoered ) (¥9)  €TOT oeH 8yL PUIN
e o o o @ VN Ok-z  (ubingswid ) (wd) 20T §OUI 3423 BUWIOH | Bfel
¢ o o ® o< (eue) (1) £20T WERELY
e o @ oS-  (Opmswieq) (30) (7)>Is1ge1e007]
® VN 0S-Lb (UonweH)(vo)  ¥l0T AHOLOV4 ANNP
e o o anme @® o-z¢ (wepieyswy) (IN) 20T wo9aqIsu|
e o o wN @ 00z-1S (ereue9) (WD)  610T gopIuNww|
e o e o . - (ova¥) OG-l (iodebuis ) (os) yaunww|
e o [ ([ -, N @ 005-10C DUSPH) () 910C JUNYXoH
e o ([ @® o-<¢ (seibeg) (ad) 1202 uofuey
e o ® ) @ 007-15  (wepsaswy) (W) 120C ueLpeH
e o [ ) @® o-<¢ (wepionod) () 1202 KyanxoeH
¢ o o . - @y @ 00c-ls (oR) () 8lOC @ KnsoeH
e o OlL-¢ 9|qIssasXoeH
e o o @ ot (Wiana) (3)  ¢eoT wnLayoeH
A age1s 1ulidiooH azig (Auo “A3unog)  uoneal) aweN
% %% %:M% o%,w %%w %M«%m %Mo% @% %% %% %% o%u % %M% %7% %w %%o Buipung - feuopeulaly| OH  JoJedg
L R N P S A B B S
&vs SFE T § I s Tgugo$ (/S
§ 85 8§ § § &
£ ¢ . s A SINHOA 1Y 1d INIWSSISSY ALMIGYHINTAA

172




¢ @ °© - o ° e
¢ © o . e
D °o o . e
°
¢ @ o . e
o O ® °®
¢ e
°
°
o O ®
° o .
¢ ¢ ° o e
°
o O ) e
o O o
°
i ° e e
°
¢ ® s e
¢ o o ° e
° o °
¢ ° . e
AS Y 20 O 5 Sy & & 2 £ 8 FoF2 p 2 P m:m_www”m
fE 38 F S AT IRETF S
P Vg 83 5 £ &5
% WO/I\ “ /l.ﬂO

@
@ oS-l
(ovaw) @ 002-1S
@ oS-l
@ o00c-1s
@ 05l
@ o5l
@ oo0z-ls
oL-z
oL-z
(0%

0S-1L

Ol-¢
0S-LL

Ol-¢

Ol-¢
Ol-¢
wN @ 0s-ll
w @@

@

juludioo
[euoijeulalu|

0S-1L
Ol-¢
0S-LL

o213

Ereueo) (o)
Gued) (&)
Gued) (&)
Gued) ()
@) (1)
CIICE)
@) (1)
Gued) (&)

(Seuuey) (&)
Gued) ()
(Gounz) (W)

(GopuoT) (29)

(suuesne) (Ho)
(Unwen) (30)

(Gueen) ()
Gued) (&)
(uana) (&)

Auo odixa @
(ceaie) (53)

(GopuoT) (89)
(Uedn3) (38)
Gued) (3)

(An1D “AaunoQ)
OH

€c0c
s10c
1014
Sc0c
S10¢

¢coe

cloc
lcoc
€c0c
€c0c
¢coe
720

€c0c

60T

¢coe
Sc0c

Lcoc

0coc

uonyessD
10 Jesp

(7) Ueriolsy
) 'YSOZ0A
YOoBHO\SOA
re'sdQax

SS3INONN

a|qeisnJ
RnoasiaghD wiaysAswes|
AP oRUAS

1s038S

) Kianoog
Jojowueds

Kyunoag xaualjisey
SINJLSAS'3dVHS3d
Haw KioiwiApay
ydgled 3 umd
wsa|ding
sJe1so0j0.id
APOBHOId

INdSV % IV | snoixs|d
A31un283g xjusoyd
A11un28g jua)sisiad
() orimo.red

aweN

(v/v)

SIWHOSLV 1d LINFNSSISSY ALIMTGVEINTAA

173




[~
~ Fraunhofer

SIT

Dr.-Ing. Steven ARTZ

Coordinator Department
Automatic Vulnerability

Scanning and Verification
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CYBERSECURITY IN EUROPE: WHERE DO WE GO?

The world is changing rapidly and so is cybersecu-
rity. Geopolitical conflicts manifest in cyberattacks,
threatening critical infrastructure even in times and
places without open warfare. In addition to espionage
and information retrieval, we now face threats of
sabotage, eg., backdoors or vulnerabilities that could
allow an attacker to disable systems when requested.
At the same time, the capabilities of organized cyber-
crime groups are increasing with diversified business
models and black markets on which malicious experts
provide services and products.

As today's main technology driver, Al assists attac-
kers and defenders alike. Although public Al services
attempt to put guardrails in place, these filters can
often be circumvented. The resulting capability shift
allows novice attackers such as political activists to
conduct attacks that were previously out of reach,
while sophisticated threat actors can exploit effi-
ciency gains to scale and move faster.

EUROPEAN CYBERSECURITY MAPPING 2025

On the other hand, we as cybersecurity researchers
must find techniques for Al-based protection and
defense. Using Al for better anomaly detection, for
automated risk-driven response, for identifying vulne-
rabilities before attackers exploit them, and for auto-
matically fixing vulnerable systems configurations and
software code, present opportunities not only for aca-
demic advancement, but also for the industrial players
of tomorrow. Aside from classical attack and defense,
how can we as IT security researchers enable compa-
nies to securely reap the benefits of Al? How do we
ensure that Al coding assistants write secure code?
How do we ensure that attackers do not compro-
mise Al-based business processes, eg., by injecting
prompts or manipulating the training data? As cyber-
security researchers, we are the ones who make the
difference between blindly trusting systems (or mis-
sing chances out of fear by rejecting Al technology)
and a risk-aware, secure use of what will undoubtedly

174 shape our future well beyond traditional IT.

Interview

Al provides opportunities if we identify and use them
wisely. There is a well-funded public research sec-
tor across Europe working on innovative Al-based
cybersecurity  technologies.  Universities and
research institutions publish world-class papers on
novel attacks and defenses. There is a broad pool of
talent and expertise that we can build upon if we set
the right priorities. We need to bring this expertise
into the market, into products and services that sell,
that can sustain themselves, and that can generate
revenue to re-invest into the further development of
these products and services.

Europe might not have hyperscalers offering GPU
capacity at the level of large US-based entities. Buil-
ding such infrastructure costs exorbitant amounts
of money, and the hardware needs regular repla-
cement to keep up with GPU evolution. Such vast
investment needs businesses at a scale currently
unknown in Europe. Even in the US, it remains to be
seen whether the expensive buildup in capacity will
be met with profits at the same rate and scale.

Instead of competing at scale with massive datacen-
ters, European Al technology, especially in the field
of cybersecurity, should play out its unique advan-
tages. As Europeans, we have lived the concepts
of privacy, decentralized and federated infrastruc-
ture and control for decades. In cybersecurity, this
allows for resilience. If one protective system is
compromised but there are five others with diffe-
rent ideas and different implementations, attackers
face serious challenges. If many companies offer
similar services and one falls into the control of an
unfriendly non-EU state, we can simply pick one of
their competitors. While this approach may not be
as shiny as multi-trillion US companies, it uses key
European competencies to build resilience. We don't
need to run the biggest Al models in the biggest
datacenters to have the best models for the use
cases that drive our economies and societies.

Such ecosystems do not grow from isolation but
from cooperation, between EU Member States, but
also between academia and industry. We need to
bridge the gap between basic research and products
by fostering applied research institutions sitting at
the intersection of academia and industry, not only
on paper, but engrained in the foundations of these
institutions. While by no means perfect, Fraunhofer
is based on a co-funding model of tying government
funding to the amount of industry project money.
We only get taxpayer money if industry puts their
money on the table as well.

Europe has a bright future in Al-driven cybersecurity
if we focus on our challenges and our values. We
need to harvest the potential of all Member States
- not through ultra-large companies or govern-
mental funding schemes that give out free money
that evaporates, but through shared responsibi-
lity — between Member States, between academia
and industry, between people. We should not ty to
copy the US or China but instead focus on our own
European way forward - resilience, sovereignty, and
prosperity through decentralized cooperation for
mutual benefit.



Interview

We must support our own
references and standards.

A\~

| think the main challenge for cyber-resilience will always be agi-
lity. We now need dynamic systems that can bounce back quickly
after an attack, and this recovery has to be faster and faster. This
is also a challenge in teaching, as we need to transmit this mind-
set to our students, before they build the European infrastruc-
tures of tomorrow.

In my field of cryptography, the transition to Post-Quantum Cryp-
tography is everything. Quantum computing could have been the
end of data security, but it ends up being a massive driver for
innovation. Our goal is to stay ahead of the curve, by building new
secure schemes today against an adversary that is still beyond
the horizon, and we need to do that without sacrificing any func-
tionality. Europe has a phenomenal history in mathematics, which
lets us lead this transition.

Beyond standardizing PQC, the improvements of Fully Homo-
morphic Encryption and Secure Multi-Party Computation are
phenomenal. These tools allow us to work together across bor-
ders while strictly enforcing our privacy standards. Down the
line, we could hope to securely query and retrieve answers from
Al models controlled by adversaries.

The European cybersecurity market has a lot of potential. Our big-
gest strengths are our deep tech expertise, the world-class talent
coming out of our universities, and a culture of “security and pri-
vacy by design.

Historically, our blind spots have been a fragmented internal
market and a lack of late-stage funding, leading our best star-
tups to either struggle to scale globally or simply to get swal-
lowed up by foreign tech giants right when they were getting
ready. This is clearly improving, with the right mix of awareness,
regulatory alignment, and European-level investment. Once the
mix is right, there is a potential for a huge boom of the eco-
system.

We must support our own references and standards. Europe has
to assert its technical vision globally. Building our own standards
is the only way to guarantee strategic autonomy, and be sure
there are no hidden backdoors. We have the right level of exper-
tise in science, engineering and regulatory capacity to do so, we
should definitely stop waiting for another entity to decide for us.

Right now, the level of cooperation across Europe is encou-
raging. Framework programs have done a great job building
bridges between universities in different member states. But we
still need a much tighter feedback loop between fundamental
research, applied defense operations, and industry.

| want to see massive, joint European projects tackling the
deployment of PQC. A perfect example is the future European
Digital Identity Wallet, frankly, it is beyond surprising that this
hasn't been fully integrated yet. We need large-scale initiatives
that seamlessly connect all the players.
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European Cybersecurity Excellence

START-UP AND SCALE-UP EDITION

CONCLUSIONS OF THE EUROPEAN CYBERSECURITY MAPPING

Europe's cybersecurity ecosystem is larger, more mature, and more strategi-
cally aware than ever before. The 1,302 companies mapped in this edition are
not just a list; they are proof that the talent, the technology, and the ambition
exist. What remains to be built is the scale, the coordination, and the collec-
tive will to act on that potential.

The analysis in this Mapping points consistently in one direction: consolida-
tion is no longer optional, and Europe's window to shape it on its own terms
is narrow. The regulatory framework is in place. The innovation is here. What
the ecosystem now needs is for buyers to choose European, for investors
to back European growth at scale, for policymakers to convert regulatory
strength into industrial strategy; and for the companies themselves to look
beyond their home markets and build the bridges that make a unified Euro-
pean cybersecurity industry possible.

This Mapping is ECA's contribution to that effort; a tool for connection, visibi-
lity, and strategic decision-making. But it is only as powerful as the commu-
nity that uses it and helps it grow. If you are a founder, an investor, a CISO, an
institution, or an ecosystem builder, we invite you to be part of this project:
share it, act on it, challenge it, and help us improve it.

To our sponsors: your support makes this initiative possible. Without you,
there is no Mapping; and without the Mapping, a part of Europe's cyberse-
curity ecosystem remains invisible. To our contributors and partners: every
data point shared, every correction submitted, every interview given has
made this edition more accurate and more valuable. And to everyone who
reads and uses this Mapping: thank you for believing that a stronger, more
sovereign European cybersecurity industry is worth building; together,
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No Sponsors,
no Mapping
Our Deepest
Thanks!

The European Cybersecurity Mapping exists
for one simple reason: because a com-
mitted community believes in the impor-
tance of strengthening Europe's digital resi-
lience. At the heart of this community are
our sponsors, the organisations that choose
not only to support a project, but to invest
in a vision.

We are profoundly grateful to all the spon-
sors of the 2026 edition.

Your support does far more than fund a
publication.

It brings this entire Mapping to life.

Thanks to you, we are able to:

research and structure hundreds
of companies across Europe.

engage experts and contributors
in dozens of countries.

analyse trends, markets,
and technologies in depth.

produce high-quality interviews
and macro insights.

and distribute this Mapping freely
to thousands of professionals, poli-
cymakers, and innovators.

You enable us to make European cyberse-
curity visible, understandable, and acces-
sible; not just to experts, but to the entire
digital ecosystem.
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A Contribution to Europe’s
Digital Sovereignty

Our sponsors share a common belief:
that Europe needs strong local cham-
pions, trusted technologies,and a
resilient cybersecurity industry.

Your support demonstrates a commitment to:
— European digital sovereignty.
— open and collaborative innovation.
— responsible data governance.

— and the emergence of the next
generation of European champions.

Because of you, we can showcase European
excellence to corporations, investors, public
institutions, and international markets.

A Growing Community
We’re Proud to Build
Together

The 2025 Mapping was read, shared, and
celebrated across Europe; and it was your
support that allowed that momentum to
grow.

In 2026, our community is larger than ever,
and your contribution is one of the key rea-
sons why more organisations are joining,
sharing data, and reaching out to participate.

You help us build not just a document, but
a living ecosystem. Thank You for Believing
in This Project. To every sponsor, thank you
for your trust, your encouragement, and
your belief in what we are building together.

Your support is essential.

Your involvement is inspiring.

Your commitment makes this Mapping
possible.

Together, we are not just documenting the
cybersecurity landscape. We are helping
shape the future of European cybersecurity.

Transparency, Trust,
and Use of Funds

All funds received from our sponsors are
entirely dedicated to the European Cyber-
security Mapping and related activities. The
project is run on a strictly non-profit basis:
sponsorship contributions are used exclu-
sively to cover the concrete costs required
to deliver this initiative, including data col-
lection and processing, analysis, design and
layout, printing, project management, asso-
ciated events, website maintenance, and
communication and dissemination efforts.

Our commitment to transparency and trust
is not declarative but operational. Each
year, the use of funds is presented and
reviewed during the ECA General Assembly,
and as stated in the statutes of the Euro-
pean Champions Alliance our expenses are
examined by independent auditors. Spon-
sorship does not influence the methodo-
logy, content, or analysis of the Mapping.

Should any funds remain once the project
costs are fully covered, they are reinvested
in the actions of the European Champions
Alliance (ECA) in support of its mission to
strengthen Europe's cybersecurity ecosys-
tem and digital sovereignty.




METHODOLOGY

The European Cyberse-
curity Mapping 2026 is
the result of a long-term,
structured, and iterative
research effort conducted
by the European Cham-
pions Alliance (ECA).

It combines historical data, multi-source analy-
sis, and direct ecosystem engagement to deli-
ver a reliable and actionable representation of
Europe's cybersecurity landscape.

This edition builds on the 2025 Mapping, itself
grounded in more than five years of conti-
nuous research and observation of the Euro-
pean cybersecurity ecosystem. This longitudi-
nal approach ensures consistency over time,
enables meaningful year-over-year compari-
sons, and allows the Mapping to capture struc-
tural trends rather than short-term signals.

SCOPE
The Mapping focuses exclusively on cybersecu-
rity start-ups and scale-ups headquartered in
Europe.
For the purposes of this study, Europe is defined as:
— the European Union
— the United Kingdom
— and Switzerland
Only companies with their operational and
strategic headquarters located in these geo-

graphies are included. Subsidiaries of non-Eu-
ropean groups are excluded.

This choice reflects the Mapping's core objec-
tive: to assess Europe's capacity to build and
retain sovereign cybersecurity capabilities.

DATA SOURCES

The Mapping relies on a combination of com-
plementary data sources to ensure depth, accu-
racy, and cross-validation:

— The historical ECA Cybersecurity
Mapping database, continuously
enriched since 2020.

—  Publicly accessible professional and
financial databases, including Linke-
din, Crunchbase, and PitchBook.

— Company websites, public filings,
press releases, and freely available
online information.

— Direct ecosystem intelligence gathe-
red through interviews, events, and
interactions with founders, investors,
corporates, and institutions.

All  company profiles were systematically
reviewed and updated as part of the 2026 edi-
tion, with particular attention paid to company
status, positioning, category assignment, and
geographical footprint.

DIRECT COMPANY VALIDATION

To reinforce data quality and limit interpretation
bias, all identified companies were contacted
directly and invited to review and confirm the
information collected about them.

While participation was voluntary and not all
companies responded, a significant share of the
ecosystem actively contributed to this valida-
tion process.



Validated inputs were integrated into the final
dataset. For non-responding companies, infor-
mation was retained only when corroborated by
multiple reliable public sources.

INTEGRATION AND CLASSIFICATION

All collected and validated data was conso-
lidated into a single structured dataset and
classified according to the Mapping's analytical
framework.

This structure is designed to make the Mapping
usable not only as a visual landscape, but as
a strategic tool for analysis, comparison, and
decision-making.

A LIVING REFERENCE

The European cybersecurity ecosystem evolves
rapidly. New companies emerge, others conso-
lidate, pivot, or exit. The Mapping reflects the
state of the ecosystem at the time of publica-
tion, based on the best information available.

It is not intended as a static directory, but as
a living reference. Readers, founders, investors,
associations, and institutions are encouraged to
contribute corrections, updates, and additions
to improve future editions.

This methodology reflects ECAs commitment
to transparency, rigor, and neutrality; and
underpins the Mapping's ambition:

to serve as the trusted reference for unders-
tanding, connecting, and scaling Europe's
cybersecurity ecosystem.
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COPYRIGHT & LICENSE
© European Champions Alliance, 2026

This publication is licensed under the Creative
Commons Attribution 4.0 International License
(CC BY 4.0).

You are free to share and adapt this work, provi-
ded appropriate credit is given to the European
Champions Alliance and the original contributors.



European

Champions Alliance

HOW TO CITE AND
REUSE THIS MAPPING

Building Europe’s Future Together

ThlS pU b|ication iS This means you are free to share, reuse,
. and adapt the content, including figures,
licensed under the charts, excerpts, and analysis, for any
Creative Commons purpose; including commercial use; pro-

vided that proper credit is given.

Attribution 4.0
International License
(CC BY 40) Any reuse of content from this Mapping

must include the following elements:

REQUIRED ATTRIBUTION

1.  Source name
European Champions Alliance
(ECA)

2.  Title of the publication
European Cybersecurity
Mapping 2026 — Start-up and
Scale-up Landscape

3. Year of publication
2026

4.  License
Creative Commons Attribution
4.0 International (CC BY 4.0)

5.  Link to the source
(when applicable)

wwweyropean_champions.org


http://www.european-champions.org 

STANDARD CITATION EXAMPLE
Short version (for slides, charts, visuals):

Source: European Champions
Alliance (ECA), European Cyberse-
curity Mapping 2026, CC BY 4.0

Full version (for reports, articles, acade-
mic or policy documents):

Source: European Champions
Alliance (ECA), European Cyberse-
curity Mapping 2026 - Start-up and
Scale-up Landscape, 2026. Licensed
under Creative Commons Attribution
4.0 International (CC BY 4.0). www.
european-champions.org

EXAMPLE USE CASES

Using a chart or graphic in a presentation
Add the following in the footer or caption:

© European Champions Alliance
(ECA), European Cybersecurity
Mapping 2026; CC BY 4.0

Quoting analysis in an article or report
Include a source note such as:

Analysis based on data from the
European Cybersecurity Mapping
2026, European Champions Alliance
(ECA).

Adapting or remixing content (eg.
reworking a chart or dataset)
Indicate that changes were made:

Adapted from: European Champions
Alliance (ECA), European Cyberse-
curity Mapping 2026, CC BY 4.0.

WHAT IS NOT ALLOWED

— Implying endorsement by the
European Champions Alliance
without prior written consent

— Removing attribution or license
references

— Presenting reused content as
original work

QUESTIONS OR PERMISSIONS
BEYOND CC BY 4.0

For uses not covered by the CC BY 4.0
license (eg. exclusive use, co-branding,

or official endorsements), please contact:

gybersecuritv@european-champions.org
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